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Authorities’ foreword

Our	Market-wide	Exercise	(MWE)	programme	has	been	in	place	since	2003	and	is	a	
critical	part	of	our	work	to	support	the	UK	financial	sector’s	efforts	to	improve	its	ability	
to withstand and recover from major operational disruption.

A	key	feature	of	our	exercises	is	that	they	provide	organisations	with	an	unparalleled	
opportunity	to	engage	collectively	in	responding	to	major	events.	This	enhances	their	
understanding	of	their	key	interdependencies	and	the	importance	of	how	they	coordinate	
to respond to the particular situation they face. 

As this Report demonstrates, the feedback from participants on our sixth MWE in 
November	2011	has	been	overwhelmingly	positive	and	the	sector’s	appetite	for	further	
exercises remains undiminished. 

Another	key	feature	of	our	MWE	programme	is	the	considerable	work	put	in	place	to	
follow	up	on	issues	identified	during	the	course	of	the	exercise.	We	have	already	held	a	
series	of	workshops	with	all	of	the	main	industry	groups	and	this	Report,	which	will	be	the	
focal point of the participants’ conference on 23 February, outlines a series of key next steps 
that will build upon and embed the main lessons learned from the exercise. 

We	took	two	main	lessons	from	the	exercise.	Firstly,	there	was	a	strong	focus	in	exercise	play	
on	considering	workarounds	for	the	payment	message	issues	presented	to	CHAPS	members.	
In	many	cases,	this	meant	less	attention	was	given	to	addressing	the	underlying	theme	of	a	
cyber	attack	–	which	in	practice,	could	impact	not	only	organisations’	access	to	any	major	
infrastructure	provider	but	also	their	broader	operations.	How	best	to	address	engagement	
with	cyber	issues	will	be	a	theme	of	the	forthcoming	conference.	Secondly,	outside	those	
immediately	engaged	with	CHAPS,	there	appears	to	be	room	for	greater	understanding	of	the	
alternatives	available	in	the	event	of	a	prolonged	loss	of	access	to	CHAPS,	and	how	effective	
those	alternatives	would	be.	We	will	be	engaging	with	the	principal	participants	in	CHAPS	to	
discuss	how	this	greater	understanding	might	be	brought	to	the	sector.

Regarding	the	Authorities’	own	participation	in	the	exercise,	two	main	points	emerged	
from	participants’	feedback.	Firstly,	there	was	uncertainty	amongst	the	market	participants	
regarding	the	mechanisms	available	to	the	Authorities	to	suspend	market	activity,	should	
that become necessary. In this Report, we have included a reference to previously published 
information	from	the	Authorities	to	provide	clarification.	Secondly,	participants	had	
expected us to be more proactive and substantive in our communications with them. In 
particular, some questions have been raised about the role of the Authorities’ website in a 
crisis.	We	are	following	up	on	this	point	and	will	in	due	course	provide	clarification.	
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This year’s MWE, in common with all of its predecessors, was the product of close 
collaboration between the Authorities and representatives from across the public and 
private sectors. We would like to offer our thanks and appreciation to all of those who 
contributed to its success.

Hector Sants Jonathan Taylor Andy Haldane Chris Salmon 

Chief Executive Officer, Director General, Executive Director,  Executive Director,  
FSA HM Treasury Financial Stability Banking Services 
  Bank of England  and Chief Cashier 
   Bank of England
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Executive summary

Introduction
The sixth Market-wide Exercise took place on 22 November 2011. The exercise was 
organised	and	delivered	by	the	Authorities,	led	by	the	FSA,	and	in	close	collaboration	
with	sector	representatives	and	experts.	A	total	of	87	organisations	took	part	in	the	event,	
including	15	for	the	first	time.	Participant	responses	showed	that	over	3,500	people	were	
involved over the course of exercise day.

The key objectives of the exercise were to:

•	 Explore and test dependence on key suppliers and in particular the internet  
and telecommunications.

•	 Determine	how	participants	and	the	markets	prioritise	and	manage	the	return	to	
Business	as	Usual	(BAU),	following	a	major	disruption.

•	 Provide	the	opportunity	for	participants	to	assess	their	Olympic	planning	preparedness,	
in	particular	the	impact	of	a	major	disruption	at	a	time	of	high	staff	absence.

•	 Focus	on	strategic	decision-making	and	include	elements	of	financial	stress/crisis	to	
better	engage	senior	executives.

•	 Identify	key	issues	for	further	consideration	and	action	by	relevant	Groups	following	 
the exercise.

The	scenario	involved	a	concerted	cyber	attack	upon	the	financial	sector,	which	caused	
significant	disruption	to	wholesale	and	retail	payments	and	online	services.	This	tested	how	
organisations	communicate	and	coordinate	with	one	another	during	sector-wide	disruption.	
Telecommunications	and	the	internet	were	impacted	to	test	remote	working	strategies	and	
the	exercise	date	was	set	for	3	August	2012	to	give	participants	the	opportunity	to	test	the	
robustness of their Olympic plans.

The success of the exercise
The	exercise	involved	a	large	and	varied	group	of	participant	organisations	and	so	it	is	not	
surprising	that	their	feedback	indicates	that	the	lessons	they	learned	also	varied	widely.	All	of	
the respondents said they found the exercise worthwhile and wish to be invited to take part in 
future	exercises.	Following	extensive	discussions	with	participants	after	the	2009	MWE,	we	
changed	the	structure	to	include	a	strategic	discussion	session	in	the	afternoon.	The	consensus	
is	that	this	approach	worked	well,	not	least	as	a	mechanism	for	engaging	senior	management.	

Equally well received was our decision to release the entire exercise scenario to Facilitators 
several	weeks	in	advance.	Although	this	removed	some	of	the	element	of	surprise	this	was	
more	than	offset	by	enabling	the	Facilitators	to	involve	a	wider	cross-section	of	the	business	
and	to	plan	a	more	targeted	and	intensive	experience	for	their	players.	
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High-level findings and next steps

High-level finding Next steps

Remote working during the Olympics –  
Many participants identified actions to improve 
communications and operational processes 
within their Olympic planning. In particular, 
the scenario placed considerable pressure upon 
telecommunications to support large-scale 
home working and this has highlighted the 
need for organisations to consider alternative 
remote working strategies.  

• Many participants have indicated that they 
will be re-engaging with their telecoms 
providers to re-assess the robustness of the 
support arrangements they can expect for 
home working. 

Cyber response – Although organisations 
generally have invested time and effort 
in addressing cyber threats, a number of 
participants did not play out the cyber 
aspects of the scenario to their full extent, 
focussing instead on payments issues. These 
participants missed the opportunity to fully 
engage with their IT security teams and test 
their response to the simultaneous, multi-
dimensional cyber attacks in the scenario.

• The Authorities, in conjunction with the 
sector, will consider whether smaller, 
more targeted exercises as well as 
other initiatives are needed to improve 
understanding of the impact of a cyber 
attack on the sector, and of how the sector 
should respond.

Impact on customers (Point-of-Sale) – 
Although the cash industry put to good use 
the Olympics planning that has already taken 
place, the Point-of-Sale terminal issues, 
which would have had a substantial impact 
on consumers, were largely underplayed as 
affected organisations focused on other 
aspects of the scenario.

• Further work should be considered by the 
sector to determine the likelihood and 
consumer impact of a failure in Point-of-Sale 
terminals including the issues of liability 
of losses. This should be progressed in 
conjunction with the UK cards industry. 

CHAPS member communications – Most 
organisations that took part in the MWE 
are indirect participants in the CHAPS 
scheme and therefore have to route 
payments through their settlement bank 
(CHAPS member). A considerable number 
of these organisations reported that during 
the exercise they received very little 
information from their settlement bank 
about the nature of the payments problem 
and what actions they might be able to take 
in response. This left these organisations 
uncertain as to what communications they 
could expect in a real event.

• Communication between CHAPS members and 
indirect participants needs to be the focus of 
improvement and the FSA will consider how 
best to follow up this issue directly with the 
CHAPS members they supervise. 

• CHAPS Co will encourage its members to 
follow up communications protocols with 
their indirect participants.
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High-level finding Next steps

CHAPS contingencies and workarounds –  
Discussions during the exercise and 
subsequent feedback highlighted that outside 
those immediately engaged with CHAPS, there 
appears to be room for greater understanding 
of the alternatives available in the event of a 
prolonged loss of access to CHAPS, and how 
effective those alternatives would be. 

• To facilitate greater understanding by the 
sector on the suitability and limitations 
of CHAPS contingencies and workarounds, 
the Authorities have begun discussions 
with CHAPS Co and the Payments Council 
about the possibility of a further desktop 
exercise, with fewer participants. It 
will use the existing scenario to further 
examine how members would respond, and 
in particular to consider the impact had 
the payments disruption extended beyond 
the weekend by several days. This may lead 
on to similar work regarding workarounds 
for other parts of the infrastructure such as 
CREST, CLS and BACS.

Sector engagement and communications –  
Organisations identified a lack of clarity in 
the sector on how the Cross-Market Business 
Continuity Group (CMBCG) and other sector 
groups interact. Feedback from participants 
also indicated they expected more frequent 
and timely messages from the Authorities to 
be posted on the Financial Sector Continuity 
(FSC) website. 

• The Authorities will continue their work 
with the CMBCG Sub Group to clarify how 
the various sector groups interact with 
a view to producing a document, for the 
sector, that outlines the different roles of 
each group and how they would be expected 
to feed into any sector-wide response 
during a major operational disruption.

• The Authorities will review the messaging 
protocols for the FSC website to ensure that 
updates are timely, and work with the sector 
to develop clear and realistic expectations.
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1. Introduction

The sixth Market-wide Exercise (MWE) took place on 22 November 2011 and was delivered 
by	the	UK	Financial	Authorities	(HM	Treasury,	Bank	of	England	and	FSA).	As	usual,	the	FSA	
took	the	lead	in	planning	and	coordinating	the	exercise.	For	2011,	we	widened	participation	
to	include	hedge	funds,	asset	managers	and	brokers.	A	total	of	87	organisations	participated,	
the	highest	so	far,	including	15	for	the	first	time.	A	list	of	participating	organisations	is	
included in Appendix 1.

Organisations	participated	from	their	own	premises	and	appointed	a	Facilitator	and	
alternate	who	were	the	contact	points	for	the	MWE	Project	Office	and	responsible	for	
delivering	the	exercise	to	their	organisations.	

In	designing	and	delivering	the	exercise,	a	number	of	governance	groups	were	established	
with	responsibility	for	developing	the	scenario,	delivery	mechanism	and	providing	
independent	challenge	to	ensure	the	objectives	were	met.	These	groups	comprised	a	wide	
range	of	financial	sector	representatives	and	industry	experts.	A	list	of	those	involved	in	the	
governance	groups	and	challenge	sessions	is	included	in	Appendix	2.	

The scenario
The	core	of	the	scenario	was	a	concerted	cyber	attack	on	the	financial	sector	that	impacted	
telecommunications, the internet and both wholesale and retail payments systems. The 
loss	of	CHAPS	payments	integrity	within	the	member	banks	resulted	in	a	suspension	of	
wholesale	payments	across	the	sector	and	challenged	organisations’	understanding	of	
alternative	payment	mechanisms,	their	liquidity	management	strategies	and	their	ability	
to	manage	their	business	flows	in	response	to	the	reduced	capability	of	the	payments	
infrastructure.	On	the	retail	side,	organisations	needed	to	be	able	to	communicate	quickly	
and	effectively	with	customers	to	provide	advice	on	alternative	payment	options.	Ensuring	
the availability of cash from ATMs became an issue early in the scenario. 

Organisations	also	needed	to	consider	the	extent	to	which	they	were	liable	to	protect	
customers	from,	or	compensate	them	for,	costs	arising	from	the	payments	disruption.	The	
insurance	companies	taking	part	had	to	consider	how	they	would	react	to	claims	against	
policies that were not fully funded. 

In	order	to	further	stretch	participants,	we	chose	3	August	2012,	likely	to	be	the	busiest	day	
of the 2012 Olympics, as the backdrop to the exercise. The main impact of this dimension 
was	on	the	availability	of	staff,	which	posed	a	significant	challenge	to	organisations	
managing	their	human	resources	so	as	to	maintain	close	to	business	as	usual	service	levels.	
Remote	working	strategies	were	tested,	as	was	the	ability	of	organisations	to	maintain	
effective communications while staff were dispersed. A timeline of the key aspects of the 
scenario can be found in Appendix 3. 
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The scenario for the 2011 MWE was chosen for a number of reasons. Firstly, after the last 
MWE	(2009),	we	said	we	would	revisit	the	resilience	of	critical	suppliers.	Previous	exercises	
have	also	highlighted	the	importance	of	telecommunications	and	the	internet.	Cyber	threat	
was	chosen	as	the	key	theme	due	to	growing	concerns	within	the	financial	sector	about	the	
increasing	frequency,	intensity	and	sophistication	of	electronic	attacks.	Cyber	threat	is	now	
recognised	as	one	of	the	UK’s	top	priority	concerns	(as	identified	in	the	UK	National	Security	
Strategy,	published	in	October	2010).	Secondly,	feedback	after	the	last	MWE	demonstrated	a	
strong	desire	by	the	sector	to	test	their	Olympic	plans	and	the	timing	of	the	MWE	provided	
an	ideal	opportunity	to	consider	the	level	of	preparedness	of	the	financial	sector.	

Exercise delivery
Our	delivery	approach	was	very	different	to	previous	exercises.	In	designing	the	delivery	
of	the	exercise,	we	responded	to	feedback	from	participants	following	the	2009	MWE	by	
adopting	the	following	principles:

•	 less	emphasis	on	crisis	management	and	a	less	detailed	scenario;

•	 more	emphasis	on	strategic	decision-making;	and

•	 more detailed analysis of results and more focus on follow-up work.

The	exercise	took	place	over	one	day	and	consisted	of	a	crisis	management	phase	in	the	
morning	during	which	participants	invoked	their	contingency	plans	to	respond	to	operational	
issues	caused	by	the	incident.	A	considerable	number	of	industry	groups	met	by	conference	
call	to	exchange	information	and	coordinate	their	responses,	culminating	in	a	meeting	
of	the	Cross-Market	Business	Continuity	Group	(CMBCG)	in	which	all	20	participating	
member	organisations	were	represented.	The	Financial	Services	Information	Exchange	(FSIE)	
successfully tested their new in-crisis role. This role was enhanced as an outcome of the cyber 
desk-top	exercise	‘Waking	Shark’	held	in	March	2011.	At	13:00	on	exercise	day,	the	focus	
of	the	MWE	turned	to	strategic	decision-making	and	participants	engaged	with	their	senior	
management	teams	to	discuss	the	long	term	issues	arising	from	the	payments	disruption.	

The	exercise	materials,	including	the	scenario	and	injects,	were	released	to	Facilitators	six	
weeks before the exercise. This allowed Facilitators to tailor the exercise injects, plan their 
participation	in	detail	and	ensure	senior	management	engagement.	Facilitators	were	also	given	
six	optional	injects	that	could	be	used	at	their	discretion	to	provide	greater	challenge.	The	
customary communiqués were replaced with less formal, shorter and more frequent releases. 
In	total,	94%	of	participants	agreed	that	the	early	release	of	the	scenario	had	helped	them	to	
participate more effectively on exercise day and that the communiqués were timely and useful. 

In	addition	to	the	pre-exercise	Facilitators’	Briefing,	we	also	held	a	workshop	for	new	
organisations	and	Facilitators,	a	new	initiative	for	the	2011	MWE,	which	received	very	
positive feedback and will be considered for all future exercises. We also provided a 
dedicated Facilitators’ section on the MWE exercise website and published the Exercise 
Contacts	Directory	online	for	easier	reference.	All	participants	were	given	access	to	a	secure	
area	of	the	UK	Financial	Sector	Continuity	(FSC)	website	for	viewing	messages	posted	by	
the Authorities, as in a real event.
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The exercise was delivered in a number of phases:

•	 July 2011 – pre-MWE surveys on Cyber and Olympics.

•	 Early	October	2011	–	release	of	the	draft	Facilitators’	Pack	scenario	and	injects.

•	 End	October	2011	–	release	of	the	final	Facilitators’	Pack	scenario	and	injects.

•	 22 November 2011 – three tranches (08:00, 10:30 and 13:00) of injects and time-stamped 
announcements delivered on exercise day via the MWE 2011 exercise website.

•	 22	November	to	6	December	–	completion	and	submission	of	questionnaires	by	
participating	organisations.

•	 December	2011	–	follow-up	workshops	with	trade	associations	and	sector	groups	to	
discuss	how	participants	and	the	market	manage	the	return	to	Business	as	Usual	(BAU)	
following	a	major	disruption.

The	Authorities	were	full	participants	in	the	exercise	and	used	it	to	test	their	engagement	
and	communication	with	the	sector,	through	normal	regulatory	channels	as	well	as	dedicated	
mechanisms	such	as	the	FSC	website	and	convening	of	the	Cross-Market	Business	Continuity	
Group	(CMBCG)	meeting,	chaired	by	the	Bank	of	England.

The rest of this Report focuses on the objectives of the 2011 MWE, and provides a summary 
of participants’ responses as well as key lessons and themes for further consideration. Further 
work	identified	through	the	exercise	will	be	the	focal	point	of	the	MWE	Conference.
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2.  Objectives, evaluation  
and findings

2.1 Objective: Olympic planning and preparedness
To provide the opportunity for participants to assess their Olympic planning preparedness, 
in particular the impact of a major disruption at the time of high staff absence.

Feedback	from	the	2009	MWE	demonstrated	a	strong	desire	by	participants	to	test	their	
Olympic	planning	and,	given	the	timing	of	the	2011	MWE,	this	was	selected	as	one	its	
objectives. In preparation for the exercise, participants were asked to complete a pre-MWE 
Olympics	Survey	in	July	2011	that	identified	their	top	five	resilience	concerns	in	relation	 
to	the	Olympics	as:	transport	disruption,	congestion	in	London,	staff	absence,	security	 
and impact on utilities.

Along	with	the	benefits	associated	with	hosting	the	Games,	there	will	be	a	number	 
of	challenges	for	businesses,	most	notably	disruption	to	transport.	As	highlighted	by	
London 2012, there will be particular hotspots on the transport network at certain  
times and locations that will have implications for staff, customers and visitors,  
deliveries/collections	and	freight	operations.

London 2012

In planning for six weeks of severe travel disruption, London 2012 has been encouraging businesses to:

• identify if they are in an affected area;

• work out the impacts on staff, customers, visitors and suppliers;

• make arrangements for their business so they can operate effectively, such as reducing  
non-essential staff travel during the Olympics by encouraging remote working and annual leave; and

• working with suppliers to plan deliveries and collections around the Olympic Route Network (ORN), 
which may cause restrictions.

The Olympics was chosen as the backdrop to the scenario and formed part of the crisis 
management	element	of	the	exercise.	The	scenario	was	developed	to	allow	participants	to	
test	particular	components	of	their	Olympic	plan,	including	remote	working	capabilities	
at	a	time	of	high	demand	as	well	as	the	suitability	of	alternate/	recovery	site	provisions.	
Participants	were	also	given	the	opportunity	to	test	their	evacuation	procedures,	including	
staff	accounting	procedures	to	deal	with	a	displaced	workforce	(some	of	whom	could	
not	be	contacted	due	to	mobile	network	saturation).	Higher	demands	on	internet	usage	
leading	to	slower	response	times	aimed	to	test	participants’	remote	working	capabilities	
and	organisations	had	to	consider	the	criticality	of	those	staff	planning	to	work	remotely	
during	the	Olympics	and	whether	existing	contingencies	were	sufficiently	robust.
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Key aspects of the scenario
•	 The	build-up	to	exercise	day	covered	the	period	from	the	Olympics	Opening	Ceremony	

on	27	July	to	2	August	2012	in	order	to	provide	a	detailed	picture	of	how	London’s	
transport	system	and	the	rest	of	the	UK	was	coping	with	the	Olympics	in	the	context	 
of the exercise.

•	 Terrorist threat level raised from ‘Substantial’ to ‘Severe’.

•	 Exercise	day	(3	August	2012),	the	busiest	day	of	the	Olympics,	opened	with	an	
unidentified	explosion	close	to	Bank	station	during	the	early	morning	rush	hour	 
(at	07:45)	resulting	in	the	declaration	of	a	major	incident	and	media	speculation	 
of	there	being	a	physical	terrorist	attack.	

•	 Significant	knock-on	effects	to	the	transport	network	and	Olympic	Route	Network	
(ORN)	caused	longer	than	expected	delays	in	public	transport	hotspots	and	resulted	 
in	staff	being	unable	to	get	to	work	on	time	(delays	of	more	than	one	hour).

•	 Companies	with	premises	outside	London	received	a	suspect	package	alert	and	had	 
to invoke their evacuation procedures for staff.

•	 Between	60	to	80%	(varying	throughout	the	day)	of	home-working	residential	
broadband	users	experienced	issues	with	connecting	to	the	internet	(response	times	were	
three	to	four	times	slower)	due	to	increased	usage	and	media	streaming	of	the	Games	
and	coverage	of	the	explosion	at	Bank.	This	in	turn	affected	the	ability	of	staff	working	
remotely	to	connect	to	their	offices.	

•	 By	09:15,	the	cause	of	the	explosion	was	confirmed	as	gas	and	the	evacuation	cordon	
was	extended	to	200m,	resulting	in	further	buildings	being	evacuated.	

•	 At 13:00, the area was declared safe for re-occupation and the incident ‘stood down’.

Participant response

Explosion and transport disruption
In	total	94%	of	organisations	initiated	actions	because	of	the	explosion,	which	included	
communicating	with,	and	accounting	for,	staff	and	invoking	plans	and	response	teams.	In	
addition,	ten	organisations	evacuated	some	part	of	their	premises	and	four	organisations	
invacuated.	As	a	result	of	the	significant	disruption	to	the	London	transport	system,	16%	 
of	organisations	had	more	than	30%	of	their	staff	delayed	getting	into	work.

Organisations	with	branches	or	offices	outside	London	had	the	option	to	use	a	suspect	
package	inject	to	exercise	their	procedures.	In	total,	48%	of	organisations	chose	to	do	so,	
including	some	London-based	organisations	that	used	this	as	an	additional	inject	for	their	
premises outside London.

Remote working 
In	the	pre-MWE	surveys	in	July	2011,	only	14%	of	organisations	expected	to	have	a	third	
of	their	staff	working	remotely	during	the	Olympics.	However,	during	the	exercise,	this	
figure	increased	to	21%.
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During	the	exercise,	the	majority	of	organisations	(73%)	had	at	least	some	of	their	staff	
working	remotely	(this	included	working	from	a	third	party	recovery	site,	internal	recovery	
site	or	home	working).	A	third	of	these	organisations	said	that	over	90%	of	their	remote	
working	staff	were	working	from	home.	Even	taking	into	account	that	many	remote	working	
staff	may	be	non-critical,	this	still	highlights	that	a	significant	number	of	organisations	relied	
almost	exclusively	on	home	working	as	their	primary	remote	working	strategy	at	a	time	when	
residential	broadband	connectivity	was	severely	degraded.	By	10:30,	59%	of	organisations	
(including	several	systemically	important	organisations)	said	that	the	quality	and	speed	of	
residential	broadband	for	home	workers	was	having	an	effect	on	their	ability	to	operate.

Home	working	is	a	necessary	and	important	remote	working	strategy.	However,	as	the	
exercise	highlighted,	when	used	as	the	only	strategy	in	the	context	of	the	scenario,	it	can	
affect	organisations’	ability	to	operate.

As	a	result,	when	asked	about	longer	term	issues	or	risks	in	the	scenario	that	would	be	the	
greatest	challenge	in	the	future,	the	suitability	of	home	working	and	dependency	on	the	
internet	as	a	key	supplier	were	participants’	biggest	concerns.	Of	participants,	41%	said	
that	they	would	make	changes	to	their	remote	working	practices.	Chart	1	below	provides	
an	overview	of	the	challenges	of	remote	working	identified	through	the	exercise	and	ways	
in	which	organisations	plan	to	address	home-working	concerns	following	the	exercise.

Chart 1: Remote working strategies
How are organisations addressing the suitability of working from home as a remote working strategy?

Remote working strategies
How are organisations addressing the suitability 
of working from home as a remote working strategy? 

73% used remote working during the exercise, a 
third of these had over 90% of their remote 
working staff, working from home

59% said 
the quality 
and speed 
of home 
broadband 
had an 
affect on 
their ability 
to operate

41% said they 
would make 
changes to remote 
working practices

The remaining 63% said:
•  Review home working as 
 a remote working strategy
•  Make more use of other   
 internal and recovery 
 sites for remote working
•  Consider business broadband  
 access at home for key staff
•  Review VPN connection options

3%   Reduce remote working

22% Increase remote working
12% Change broadband contracts

What are the longer term issues and risks that will 
be the greatest challenge for your organisation?

Suitability of 
remote working

Dependency 
on the internet 

and ISPs

%

Note: Remote working, for the purpose of the exercise, included working from a third party recovery site, internal 
recovery site or home working.
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BT provided expertise to the MWE to help develop the scenario and answer participants’ 
questions	on	exercise	day.	A	number	of	organisations	contacted	them	prior	to	and	during	
the	day,	asking	for	support	during	the	exercise.	BT	are	able	to	discuss	any	questions	that	
organisations	may	have	as	a	result	of	the	scenario,	and	will	support	future	MWEs	or	other	
similar	initiatives	that	take	place. They	have	also	provided	the	information	below	to	clarify	
their	home	working	and	service	capabilities	during	the	Games.

Organisations	will	benefit	from	following	up	with	their	own	service	providers	to	ascertain	
what	actions	their	individual	provider	has	taken	to	protect	and	enhance	their	service	during	
the Games.

BT

Planning for London 2012 started in BT three years ago; there’s no doubt there will be a high level of 
demand for all key services during the London 2012 Olympic and Paralympic Games – and broadband is 
no exception. 

BT has modelled demand forecasts and is increasing network capacity as we expect broadband demand to 
be higher than normal. It is difficult to predict exactly how high or when the demand peaks might be as 
this depends on a variety of factors, including how well Team GB performs.  

Due to the impacts on travel in London it is likely that there will be an increased demand for home 
working during the Games and our higher network capacity will benefit users of BT’s broadband services, 
including home workers. 

Customers whose home workers need real-time applications may benefit from using Datastream and WBC 
ADSL access to BT’s VPN services.

It should be noted that there are other issues that can affect the home working experience besides the 
broadband service and customers should consider what they could be doing now to upgrade the capacity 
of their own networks and systems so they can handle higher demand. These include the following:

• Providing additional internet access circuits into host sites to both increase capacity and the level  
of resilience.

• Ensuring that secure  remote access solutions have the appropriate capacity and concurrent licences 
needed to support additional home workers.

• Ensuring firewalls and intruder detection technology have the appropriate capacity to support the 
additional traffic from both remote and office-based users.

• Assessing the configuration of the organisation’s remote access solution and VPN network.  How is 
traffic actually routed once it gets into the corporate network? Are there any hotspots or points of 
congestion in the organisation’s network?

• Ensuring new home workers are familiar with the remote access tools such as the use of security tokens, 
as well as conferencing services and processes, well in advance of the Games.

If organisations have any queries regarding services or support they should contact their account team.

Use of recovery sites
In	line	with	their	Olympic	planning,	36%	of	participants	said	that	they	will	move	to	a	recovery	
or	other	site	in	advance	of	the	Olympics	to	mitigate	any	possible	disruption.	As	the	exercise	
was	set	in	the	middle	of	the	Olympics,	these	organisations	would	have	already	moved	to	their	
recovery	or	other	sites.	In	response	to	the	scenario,	a	further	17%	of	organisations	decided	to	
move	to	a	recovery	or	other	site	to	mitigate	the	impact	of	the	disruption.	
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A number of organisations	have	indicated	they	will	review	recovery	site	arrangements	during	
the Olympics as a result of lessons learned from the exercise.

Representatives	from	the	UK	Recovery	Site	Providers’	Forum,	incorporating	ICM,	IBM	
and	SunGard,	were	involved	in	developing	the	MWE	scenario	and	answering	participants’	
questions on exercise day. In response to feedback from the 2006 pandemic MWE and 
other	exercises,	they	are	preparing	a	consolidated	‘Statement	of	Intent’	regarding	their	
service	provision	during	the	Olympic	Games	period.	A	high-level	summary	of	these	points	is	
provided	by	the	Recovery	Site	Providers	Forum	below	to	provide	clarification	for	the	sector.

UK Recovery Site Providers

The UK Recovery Site Providers declare that it is not their intention to limit, or reduce, the 
ability of its subscribing contracted customers to utilise their contracted services for the purpose 
intended. A well-telegraphed and highly organised event such as the London Olympics 2012 does, 
however, raise questions that require clarification in advance both in respect of contracted rights, 
obligations and capability to deliver services. 

Contracted Rights – Syndicated Services

• In the event that a customer expects to be, or is actually impacted by transport difficulties, but still 
has full and free access to its own site and facilities, this would not be a circumstance under which the 
contracted business continuity services should be called upon. 

• However, if as a consequence of any Games-related event, the customer’s own location becomes 
inaccessible, then the customer would be able to call upon the Supplier’s BC services. 

• Furthermore, should the customer suffer a non-Games related loss of the site or facilities,  
(a ‘traditional incident’), then the customer could call upon the BC services as normal.

Contracted Rights – Dedicated Services

• In the event that a customer expects to be, or is actually impacted by transport difficulties, but still has 
full and free access to its own site and facilities, the customer may utilise their services according to their 
contract subject to the capability of the Supplier to provide support.

• All other circumstances in respect of use apply to the dedicated services as detailed within the 
Syndicated Services section above.

Contracted Rights – Service Testing/Rehearsals

Suppliers recognise that the anticipated level of unusual activity that surrounds city-based Olympic events 
presents a heightened level of risk to our customers’ business as normal activities. To mitigate against 
these risks the Suppliers would encourage customers to carefully consider the impact on the transport 
infrastructure of undertaking rehearsals within their contracted centres during Olympic Event days.

The effectiveness of the exercise in testing Olympic planning  
and preparedness
In	total,	52%	of	organisations	said	that	the	exercise	had	been	effective	or	very	effective	in	
helping	them	to	assess	their	Olympic	planning	and	preparedness	with	a	further	45%	adding	
that	it	was	somewhat	effective.	Although	a	number	of	participants	will	not	be	significantly	
affected	by	the	Olympics,	59%	of	organisations	will	be	making	changes	to	their	Olympic	
plans	as	a	result	of	the	exercise.	This	underlines	the	benefits	of	participation	in	the	exercise.

61%	of	participants	agreed	that	the	exercise	was	successful	in	reviewing	their	plans	
as	a	result	of	a	major	disruption	when	staff	absence	is	already	high.	In	addition,	31%	
commented	that	the	exercise	was	successful	to	some	degree.
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Key learning and points for further consideration
•	 The	exercise	has	highlighted	that	when	home	working	is	used	as	the	only	strategy	for	

remote	working,	it	can	impact	organisations’	ability	to	operate	if	there	is	a	substantial	
degradation	of	residential	broadband	services.

•	 Following	the	exercise,	organisations	will	be	reviewing	the	suitability	of	remote	working	
strategies,	including	home	working.	Other	examples	of	remote	working	strategies	include	
the	use	of	third	party	recovery	sites	and	organisations’	own	recovery	sites,	and	the	
redeployment of resources and work to unaffected locations.

•	 Organisations	are	encouraged	to	re-engage	with	their	service	providers	such	as	
telecoms and recovery site providers, to review suitability of contract provisions 
during	the	Olympics.

•	 Recovery	site	providers	are	preparing	a	consolidated	‘Statement	of	Intent’	for	the	sector	
regarding	their	service	provision	during	the	Olympic	Games	period.

•	 Organisations	should	continue	reviewing,	testing	and	exercising	their	Olympic	plans	in	
the run-up to the Games.

•	 Organisations	should	make	use	of	the	planning	tools	and	Preparing your Business section 
on the London 2012 website (www.london2012.com/business-network). Businesses 
should contact keeponrunning@london2012.com for further advice if necessary. London 
2012 has developed a website with downloadable materials to support businesses, 
including	a	number	of	maps	that	provide	the	level	of	impact	by	date	and	time	of	day	for	
30 hotspot stations (www.tfl.gov.uk/gettingaround/london2012/21787.aspx) across 
London	during	the	Games.	It	is	important	to	use	this	information	to	understand	the	
variable impact to the transport network and to continue to plan ahead.

•	 The	sector	should	consider	opportunities	for	collaborative	working	such	as	stockpiling	
with	neighbouring	organisations	during	Games	time.

http://www.london2012.com/business-network
http://www.london2012.com/business-network
mailto:keeponrunning@london2012.com
http://www.tfl.gov.uk/gettingaround/london2012/21787.aspx
http://www.tfl.gov.uk/gettingaround/london2012/21787.aspx
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2.2 Objective: Cyber and key suppliers
To explore and test dependence on key suppliers and in particular the internet  
and telecommunications.

Cyber	risk	has	been	identified	as	one	of	the	UK’s	top	priorities.	The	government’s	 
Office	of	Cyber	Security	and	Information	Assurance	led	in	developing	the	government’s	
strategy	for	cyber	security	and	is	supported	by	a	number	of	organisations	across	
government,	including	the	Centre	for	Protection	of	National	Infrastructure	(CPNI)	 
which advised on the development and credibility of the scenario.

According	to	the	UK	National	Cyber	Security	Strategy,	6%	of	the	UK’s	GDP	is	enabled	by	
the	internet	and	this	is	set	to	grow.	There	is	now	an	even	greater	reliance	on	IT	systems	and	
networks than ever before and while this provides many opportunities, it also increases 
the	risk	of	cyber	attack.	Discussions	with	the	financial	sector	over	the	past	two	years	have	
highlighted	concerns	over	the	increasing	frequency,	intensity	and	sophistication	of	electronic	
attacks	upon	IT	systems.	Recent	examples	have	included	malware	targeting	smart	phones	
and	organisations’	infrastructure,	malicious	emails,	and	attempts	to	steal	personal	data	
through	attacks	on	websites	and	networks.	

Alongside	the	government,	the	UK	financial	sector	has	been	exploring	and	testing	its	response	
to	cyber	attacks	since	early	2010,	including	high-level	sector	discussions	in	September	2010.	
In	March	2011,	33	organisations	took	part	in	a	desk-top	cyber	exercise	‘Waking	Shark’.	As	an	
outcome	from	‘Waking	Shark’,	further	work	was	undertaken	to	clarify	the	respective	roles	of	
government	agencies	during	a	cyber	attack	on	the	sector.	The	Governance	Group	(consisting	
of	CPNI,	the	Cyber	Security	Operations	Centre	(CSOC),	the	Authorities	and	the	sector)	also	
agreed	that	a	technical	forum	was	required	in	the	event	of	a	serious	cyber	attack	on	the	UK	
financial	sector.	The	forum	would	act	as	a	mechanism	for	emergency	response	coordination	
and	information-sharing	as	part	of	existing	response	arrangements	for	the	Authorities	and	the	
sector,	including	the	Cross-Market	Business	Continuity	Group	(CMBCG).

Part	of	the	2011	MWE	was	designed	to	build	on	this	initial	exercise	and	to	provide	the	
sector with the opportunity to address cyber threats more widely, as well as to test the 
newly enhanced role of the FSIE.

The	scenario	was	based	on	targeting	UK	financial	sector	organisations’	systems	and	
websites	that	resulted	in	higher	than	average	call	volumes	from	affected	customers.	Failures	
in	Point-of	Sale	(PoS)	transactions	were	designed	to	test	the	retail	sector’s	ability	to	process	
card payments and deal with increased cash demands. In addition a complete suspension 
of	CHAPS	had	not	been	previously	addressed	as	part	of	a	sector-wide	exercise.	As	a	result,	
integrity	issues	with	CHAPS	members’	own	payments	systems	were	presented	to	encourage	
members to consider the implications of a temporary suspension of payments, and 
alternative	contingencies,	while	problems	were	investigated.

A key element of this was to use vulnerabilities or strains of a cyber attack that were new 
and	could	not	be	immediately	resolved	so	as	to	test	an	organisation’s	response	rather	than	
its internal IT control frameworks.
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Key aspects of the scenario
•	 Abnormal	levels	of	targeted	phishing	and	sophisticated	malware	infections	using	new	

and	unknown	vulnerabilities	to	compromise	organisations’	internal	networks.

•	 A	‘call	for	action’	by	a	credible	hactivist	group	and	activist	chatter	concerning	a	mass	
Distributed	Denial	of	Service	(DDoS)	attack	on	the	financial	sector	in	the	week	running	
up to the busiest day of the Olympics.

•	 Cyber	threat	level	raised	by	CPNI	warning	of	a	potential	attack	on	electronic	systems.

•	 DDoS	attacks	against	UK	financial	services	websites	increase,	affecting	e-commerce,	and	
online	payments	are	unable	to	complete	transactions.	This	leads	to	customers	seeking	
other	channels	to	interact	with	organisations	and	overloading	call	centres	as	well	as	
additional workload for IT support and operations staff.

•	 Broad	attacks	against	multiple	web	domains	associated	with	the	UK	financial	sector,	
building	in	tandem	with	the	impacts	of	the	explosion	near	Bank	Station.

•	 About	half	of	the	UK’s	PoS	card	transactions	that	require	authorisation	fail	due	to	
message	communication	issues	between	acquirers	and	issuing	banks,	resulting	in	loss	of	
confidence,	increased	demand	for	cash	and	pressure	on	ATMs	during	a	time	of	restricted	
delivery opportunities.

•	 CHAPS	members	individually	notice	anomalous	payments	and	subsequent	investigations	
uncover similar problems with other members. 

Participant response

Engaging IT security response teams
Initially,	only	63%	of	organisations	had	engaged	or	invoked	IT	or	technology	teams	to	respond	
to	the	scenario.	By	13:00	this	had	increased	to	over	80%.	While	this	reflects	the	escalation	of	
the	scenario,	it	also	suggests	that	organisations	were	slower	than	expected	in	involving	their	
IT	teams	and	suggests	that	the	relationships	between	IT	security,	business	continuity	and	
incident	management	teams	could	be	improved	and	benefit	from	further	joint	exercising	and	
consultation.	This	was	also	highlighted	in	the	pre-MWE	survey	results	in	July	2011,	where	
only	65%	of	organisations’	BC	plans	incorporated	a	cyber	security	response.	

Impact of multiple DoS and DDoS attacks
In	spite	of	the	varying	impacts	of	targeted	and	coordinated	cyber	attacks	on	the	financial	
sector,	41%	of	organisations	stated	that	they	were	not	affected	by	the	Denial	of	Service	
(DoS)	and	Distributed	Denial	of	Service	(DDoS)	attacks.	The	scenario	was	specifically	
designed	to	impact	all	financial	sector	websites	that	were	perceived	by	hactivists	as	having	a	
UK	presence.	This	highlights	that	a	number	of	participants	chose	not	to	play	out	the	cyber	
aspects of the scenario to their full extent and that awareness of cyber threats, their impacts 
and	implications	remains	a	challenge	for	the	sector.	It	is	also	important	to	note	that,	for	the	
duration	of	the	attacks	in	the	exercise,	some	organisations	may	not	have	relied	on	web-based	
systems to support their business critical services. This may have been different if the attacks 
had	lasted	longer	or	affected	international	websites.
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Of	the	59%	of	organisations	that	said	they	were	affected	by	DoS	and	DDoS	attacks,	Chart	2	
shows how they were affected.

Chart 2: How have you been affected by the DoS and DDoS attacks?

How have you been affected 
by the DoS and DDoS attacks?

10
0%

19% Other

5% Lack of staff to respond to queries

16% Increased stress on telephone banking services

27% Increased stress on internet banking services

34% Increased stress on call centres

27% Reputational impact

31% Increased stress on other online services

Failure of Point-of-Sale card transactions
By	10:30	it	was	also	emerging	that	there	were	concerns	about	cash	supplies	due	to	increased	
pressure on ATMs. In total, 37% of participants stated that they were affected by failures of 
PoS	card	transactions	caused	by	the	cyber	attacks.	Impacts	on	organisations	included:

•	 inability	to	process	payments	(24%);

•	 loss	of	confidence	in	payments	(15%);

•	 reputational	impacts	(12%);

•	 a	requirement	for	greater	cash	supplies	(9%);	and

•	 a	further	11%	of	organisations	identified	other	impacts	such	as	increased	call	volumes	
and availability of cash for staff to buy food and travel. 

The	consumer	impact	and	media	interest	resulting	from	the	PoS	problems	would	have	been	
substantial.	However,	this	seemed	to	generate	less	response	across	the	sector	as	participants	
chose to focus on the disruption to payments.

Financial Services Information Exchange (FSIE)
Based	on	the	evolving	scenario,	an	FSIE	call	was	scheduled	to	take	place	at	10:00	in	which	21	
participating	organisations	took	part	(this	comprised	two-thirds	of	the	existing	membership).	
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Indications	are	that	it	worked	well	as	it	allowed	members	(from	UK-based	financial	
organisations	including	banking,	insurance,	securities,	service	providers,	clearing	and	
exchanges)	to	share	what	they	were	witnessing	in	terms	of	the	impacts	of	the	cyber	attacks	on	
their systems and to realise how widespread the issue was. The outputs of the call were shared 
with	HM	Treasury	and	fed	into	the	Cross-market	Business	Continuity	Group	(CMBCG).

Centre	for	Protection	of	National	Infrastructure	(CPNI)	and	FSIE	members	identified	that	
it	would	be	useful	to	review	the	level	of	representation	on	a	call	during	a	cyber	attack.	
An	exchange	of	information	that	would	require	technical	data	and	expertise	to	provide	
solutions	might	require	network	engineers,	for	example,	on	the	call.	CPNI	will	continue	
to review the FSIE membership, which has already been reviewed under the auspices of 
separate	objectives	in	the	National	Cyber	Strategy	and	FSIE	Business	Plan.	These	may	serve	
to	identify	and	enlist	the	right	people	for	conference	calls	during	an	incident.

CHAPS payment integrity issues
At	10:30	malware	was	continuing	to	target	CHAPS	members’	internal	payment	systems	
and	it	was	clear	that	all	members	had	been	affected.	This	had	resulted	in	a	CHAPS	Board	
conference	call	earlier	in	the	morning,	in	which	CHAPS	members	suspended	payments.	
With	no	solution	in	sight,	CHAPS	Co	scheduled	another	call	for	later	in	the	morning	to	
assess the situation.

Most	organisations	taking	part	are	indirect	participants	of	the	CHAPS	scheme	and	thus	
have	to	route	their	payments	through	their	settlement	bank.	A	considerable	number	of	
organisations	reported	that	during	the	exercise	they	received	very	little	information	from	
their settlement banks about the nature of the payments problems and what actions they 
might	be	able	to	take	in	response.	Following	the	exercise,	some	settlement	banks	indicated	
that if this had been a real incident they would have contacted indirect participants. 
However,	this	means	that	the	indirect	participants	in	the	CHAPS	scheme	remain	uncertain	
as to what communications they could expect in a real event. 

Dependencies on suppliers
The key suppliers most relevant to the MWE scenario include internet and telecoms 
providers,	CHAPS	Co,	settlement	banks	(for	indirect	participants	in	the	CHAPS	scheme),	
organisations	providing	cyber	security	solutions	and	Cash-in-Transit	(CIT)	providers.	By	
13:00,	94%	of	participating	organisations	noted	that	one	or	more	of	their	key	suppliers	had	
been	disrupted	as	a	result	of	the	scenario.	Of	these,	29%	said	that	they	were	significantly	or	
substantially affected by third party disruption. 

Industry comments
The	following	sections	(on	CHAPS,	CIT,	retail	payments	and	the	Payments	Council)	are	direct	
contributions	from	these	participants	and/or	associations.
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Wholesale Payments – CHAPS

Problems with the integrity of CHAPS members’ payment systems were an integral part of the scenario 
and several CHAPS members contacted CHAPS Co quite early on exercise day to advise of problems. The 
CHAPS Board met (via teleconference) at 09:30. Although the scenario suggested a suspension of CHAPS 
for the rest of the day would occur by lunchtime, a full day’s CHAPS transactions can be processed by 
the Bank of England in only two hours and the members therefore opted to stop sending CHAPS payment 
instructions and meet again at 11:30 to see if the situation had improved. This ‘holding pattern’ 
continued throughout exercise day as the members knew a CHAPS extension until 19:00 could be granted 
if it was felt to be necessary. A third CHAPS Board meeting took place at 14:30 and at this meeting, a 
tentative call was scheduled for 17:00 on the Sunday to obtain a status update from all members – with 
a view to beginning Monday’s business with a controlled start. 

It became clear as the day wore on that the CHAPS members were not reporting issues to their indirect 
participants and this had a detrimental effect on the exercise. A number of these indirect CHAPS 
participants stood down their Crisis Management Teams early as they were ‘unaware’ of any CHAPS 
member issues. This was despite using the artificial payments generated by the MWE Project Office 
to prompt discussions among exercise participants. However, some exercise participants, rather than 
not utilising the CHAPS member issues at all, opted to raise them as part of the afternoon’s strategic 
discussions. CHAPS Co will be following up communications protocols with CHAPS members – though it 
is important to note that the commercial relationship between settlement banks and their customers 
does not involve CHAPS Co in any way, so they would facilitate rather than direct discussions.

Although the projected unavailability of CHAPS for several days did not occur as part of the exercise, 
discussions around alternatives did take place. At the conclusion of the exercise, CHAPS Co were able 
to compile a list of the CHAPS members’ three preferred contingency options (there were six in total 
given the scenario). This information had not previously been collated and, although it is not taken as 
certain that, in a real incident, the members will use the options they chose in the exercise it is a useful 
starting point. 

CHAPS Co found the exercise to be taxing but very useful and it raised some minor issues which they will 
follow up with the relevant parties.

The Bank of England felt the CHAPS community engaged actively and the scenario was reasonably 
challenging. There was a focus on market communication and like many others, the Bank’s resources 
were stretched in attending all the appropriate meetings and conference calls (internal and external).

Although the inclusion of CHAPS member issues raised some useful questions, it inevitably dominated 
the scenario and resulted in less attention given by the banks to the impact on their retail systems than 
might have been expected. 

Cash-in-Transit

Cash-in-Transit (CIT) providers were involved in the exercise both through direct engagement by their 
clients and in helping the Project Office put together the scenario.

The work that has already been done by CIT providers and their clients in preparation for the Olympics 
was put to good use in responding to the issues presented: unexpected traffic congestion and increased 
demand for cash, together with pre-planned restricted delivery windows for Olympic venues, London 
Underground stations and clients based on or close to the Olympic Route Network (ORN).

The exercise provided the CIT providers and their clients with the opportunity to respond to and learn 
from a wide array of issues and provided valuable input to planning workshops already being conducted 
by the industry with its customers.
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Cash-in-Transit (continued)

During the exercise, firms worked closely with CIT suppliers and used a variety of strategies including 
placing extra orders for the following day, reprioritising deliveries and redirecting customers to ATMs in 
less congested areas. The scenario highlighted the benefits of advance planning, and though the CIT 
providers were flexible in their approach to accommodating deliveries, short-notice adjustments proved 
difficult for several reasons:

• CIT providers can extend the working day. However, in some circumstances, customer-specific  
staff (banking and retail) need to be on-site to receive a delivery (and may not be able to stay  
on-site waiting);

• delivery trucks are loaded with denominations and cassettes specific to their delivery schedule  
before leaving their depots; and

• speeding up the schedule by delivering only cash is not always possible.

The latter stages of the scenario projected that deliveries scheduled for after 15:00 on exercise day 
would have to be postponed to the following day, due to the knock-on effect of the earlier delays.

For the Olympics, demand forecasting and preventative measures (e.g. stocking ATMs to higher levels) 
are being used to minimise disruption during the Games, but in the exercise, the heightened congestion 
caused by the explosion hampered delivery schedules. The additional issues with Point-of-Sale terminals 
further increased the demand for cash and this in turn meant that the retail banks and building societies 
needed to consider prioritising deliveries and collections; in doing so, they had to consider the delivery 
type as well as the delivery itself.

For some time, the Payments Council Olympic Group has been meeting to ensure optimum service 
with minimal disruption; its membership includes the Bank of England, CIT providers, other financial 
institutions and the Olympic authorities (LOCOG, London 2012 etc). Further information will be provided 
through normal supplier-client channels as it becomes available.

Payments Council

It was clear from the scenario that the Payments Council would be required to invoke its Incident 
Management Group (IMG) during the exercise; this was deliberately not scripted in order to allow the 
calling of the IMG to happen as realistically as possible. IMG comprises the ‘big 5’ retail banks, the 
Bank of England, the Payments Council Chief Executive and representatives from the payment schemes 
(Includes BACS, CHAPS, Cheque & Credit Clearing, FPS, BBCC & LINK, depending on actual incident) and 
Payments Council Corporate Communications. Having been advised by CHAPS Co of the CHAPS member 
issues, the IMG was called and the first of two conference calls took place at around 11:00. The output 
of the call was a media statement, agreed by the Bank of England, Building Societies Association and the 
British Bankers’ Association, which would normally be published on the Payments Council website. The 
Payments Council will consider, and discuss with the Authorities, whether publication would be required 
on the FSC website. 

The view was taken to hold another IMG call later if required (this occurred at around 15:30, following 
the third CHAPS Board call). The Payments Council were kept very busy throughout the exercise day; they 
considered that the injects were good (no embellishment was needed by their Facilitators), having the 
scenario in advance was a great help, particularly in lining up the right resources, and this was the best 
MWE in terms of challenge for the Payments Council. They participated in the MWE in two ways – using 
their own internal crisis response teams to deal with the fallout from the explosion (HR issues etc.) and 
interacting with the sector as would be expected.
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Payments Council (continued)

It was clear that Payments Council members have a number of obligations to various conference calls 
that took place on the day (and would in a real incident) and their resources were stretched; this 
is something the Council will be considering in their planning. They are comfortable that the cyber 
aspects of the scenario would have limited impact as their websites are information sources rather than 
business portals and, in addition to having remote working capability, many of their staff, if faced with 
intermittent internet capability, could work off-line and upload information at a later stage.

In addition to Payments Council’s IMG activities, the Cash Risks Group also held a conference call at 
11:30, following release of Tranche 2. Cash Risks Group is a sub-group of Payments Council’s Cash 
Services Group, which has overall responsibility for operational cash issues. Membership comprises 
representatives from financial institutions, LINK, cash centres and CIT operators. The group agreed 
a number of contingency options including prioritisation of CIT deliveries, increase in CIT resource 
and increased banknote recycling. A statement relating to cash was agreed, for inclusion in Payments 
Council’s reactive press statement. A second meeting of Cash Risks Group was held by conference call 
at 14:00, following the release of Tranche 3. Further contingency options were agreed, including further 
prioritisation of deliveries, encouraging use of branch counters and consideration of extending branch 
opening hours. Following the exercise, it was agreed that a further desktop exercise will be held by Cash 
Risks Group in Q1 2012, focusing on the availability of coin.

Retail payments (card transactions)

Visa Europe and Visa Inc. (the only participating payments providers) were involved in designing the 
exercise scenario and felt that it provided a good challenge for card issuers and acquirers. In particular, 
the scenario presented problems with  Point-of-Sale (PoS) transactions and tested their communications, 
coordination and Olympic planning. 

Visa discussed authorisation limits, raising limits and where the liability would lay in such 
circumstances. Visa has been working with its members for some time and will continue to explore and 
clarify the processes and response structures around authorisation limits and liability. 

The exercise also tested communications and coordination between card issuers, their cardholders,  
the public and the wider sector. This highlighted the possible benefits of joint exercises in advance  
of the Olympics, which will be considered in conjunction with the UK Cards Association.

One major participant appeared to have done some work around potential PoS issues during the 
Olympics, but details of contingencies were not yet finalised.

As a first-time participant, Visa found the MWE very useful and will be recommending participation in 
future exercises to their peers.

The effectiveness of the exercise in testing dependence on key suppliers
When	asked	how	effective	the	exercise	was	in	enabling	them	to	explore	and	test	their	
dependence	on	telecoms,	41%	of	participating	organisations	said	that	it	was	effective	or	
very	effective;	a	further	41%	said	that	it	was	somewhat	effective.	

When	asked	how	effective	the	exercise	was	in	enabling	them	to	explore	and	test	response	to	
a cyber threat, 67% of participants said it was effective or very effective and a further 29% 
said it was somewhat effective. 
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When	asked	whether	they	would	make	any	changes	to	their	planning	as	a	result	of	the	
exercise,	only	44%	said	that	they	would	change	their	planning	for	cyber	threats.	This	is	
surprisingly	low	and	suggests	that	56%	of	organisations	felt	that	their	cyber	plans	did	
not	need	to	be	improved.	Considering	the	increasing	threats	of	cyber	attacks,	and	the	
potential	issues	around	organisations’	coordination	of	business	continuity	and	IT	response	
highlighted	by	the	exercise,	it	was	anticipated	that	this	would	be	higher	across	the	sector.

When	asked	how	effective	the	exercise	was	in	enabling	them	to	explore	and	test	
dependencies	on	the	internet,	63%	of	participating	organisations	said	that	it	was	effective	
or	very	effective;	a	further	32%	said	that	it	was	somewhat	effective.	In	comparison	with	
previous	MWEs,	more	organisations	engaged	their	suppliers	both	before	and	during	the	
exercise. Examples include cash and card suppliers, property suppliers, postal service 
providers,	and	technology	suppliers	(including	data	security	and	telecoms).	

Key learning and points for further consideration
•	 The	inclusion	of	the	cyber	element	in	the	exercise	was	considered	highly	valuable	both	

in	terms	of	individual	organisations’	testing	and	industry-wide	preparedness,	but	many	
did	not	take	advantage	of	the	opportunity	to	test	their	response.	The	Authorities	will	
consider	whether	smaller,	more	targeted	exercises	are	needed	to	improve	understanding	
of the impact of a cyber attack on the sector.

•	 The	exercise	underlined	the	importance	of	organisations	having	adequate	information/	
cyber security capabilities in place supported by dedicated, well-trained professionals 
who	are	appropriately	empowered	in	the	organisation	to	prepare	for	and	respond	to	
cyber attacks.

•	 Organisations	should	undertake	cyber	exercises	covering	worst-case	scenarios	on	a	
regular	basis.	This	should	be	done	in	conjunction	with	the	relevant	business,	IT,	BCM	
and Information Security areas as well as critical third party suppliers to further enhance 
understanding	of,	and	response	to,	cyber	threats.

•	 The	FSIE	will	review	its	membership	in	light	of	the	MWE	to	ensure	that	it	is	
sufficiently representative	– either	through	direct membership	or	through	access	to	the	
Finance Node	via	the	CPNI	Extranet	– and will	continue	to	exercise	its	role	as	part	of	
future	cyber	exercising	with	the	sector.

•	 In	conjunction	with	the	UK	cards	industry,	organisations	should	consider	testing	for	failure	
in	Point-of-Sale	terminals,	including	customer	impacts,	liability	issues	and	media	attention.

•	 Organisations	should	consider	cash	delivery	and	collection	schedules	during	the	
Olympics	and	whether	they	need	to	be	refined.

•	 The	Building	Societies	Association	will	be	following	up	with	the	cash	planning	and	
distribution industry to better understand priorities and timelines for cash deliveries 
during	and	immediately	after	an	emergency	situation.

•	 The	FSA	will	work	with	CHAPS	Co,	CHAPS	members	and	indirect	participants	in	the	
scheme	to	improve	communications	about	disruptions	to	CHAPS	payments.
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2.3 Objective: Strategic decision-making
To focus on strategic decision-making and include elements of financial stress/crisis to 
better engage senior executives. 

At	the	2009	MWE	conference,	delegates	thought	that	one	of	the	most	valuable	aspect	of	
any	exercise	is	the	engagement	of	senior	executives.	

To	achieve	this	in	the	2011	MWE,	organisations	recommended	we	constrain	the	amount	
of time spent on immediate in-crisis responses and increase the opportunity for senior 
management	to	focus	on	strategic	business	issues.

It	was	also	agreed	that	the	exercise	should	include	an	element	of	financial	stress.	An	expert	
group	was	set	up	to	consider	this	aspect	and	concluded	that	the	disruption	to	payments	
systems	from	the	cyber	attack	should	be	enough	to	generate	sufficient	financial	stress	to	
better	engage	senior	executives.	

Approach
A	list	of	discussion	topics	was	provided	based	on	the	morning’s	events	and	each	organisation	
was	asked	to	select	at	least	three	topics	for	their	senior	management	to	discuss.	Where	CHAPS	
had	significant	impact,	organisations	were	asked	to	prioritise	CHAPS-related	questions.	

As	senior	managers	have	limited	time	that	can	be	devoted	to	exercises,	Facilitators	needed	
to	drive	a	focused	discussion.	The	early	release	of	the	scenario	and	strategic	questions	
provided the opportunity for Facilitators to achieve this. 

The	afternoon’s	strategic	discussions	helped	to	extend	the	lessons	from	the	crisis	
management	element	of	the	exercise.	This	also	allowed	organisations	to	explore	actions	to	
deal	with	affected	payments,	as	well	as	the	longer	term	implications	if	the	payments	were	
not resumed on the Monday.

Key aspects of the scenario at 13:00
•	 The incident close to Bank station had been stood down and the area was deemed safe 

by	the	Emergency	Services.	

•	 Normal	transport	services	had	resumed	and	underground	stations	and	the	Olympic	
Route Network (ORN) had re-opened. 

•	 Cyber	attacks	were	ongoing	as	the	website	DDoS	attack	pattern	had	changed	to	become	
more sophisticated. 

•	 UK	online	banking	and	insurance	websites	were	still	only	able	to	service	20%	of	normal	
volumes	with	most	transactions	failing	or	timing	out.	60%	of	home	workers	across	the	
country	using	residential	broadband	were	still	unable	to	maintain	a	satisfactory	
connection	to	their	offices.	

•	 Acquirer	networks	were	investigating	the	source	of	the	DoS	and	DDoS	attacks	against	
them	and	Point-of-Sale	issues	were	continuing.

•	 Cash	deliveries	scheduled	for	after	15:00	on	exercise	day	were	not	expected	to	be	made.
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•	 A	further	CHAPS	Board	call	was	scheduled	for	14:30	to	assess	the	ongoing	situation	
(note	that	this	information	was	only	available	to	CHAPS	members	as	they	had	not	
advised indirect participants in the scheme of their earlier problems).

Participant responses
The	following	sub-sections	summarise	the	discussions	by	organisations	of	the	strategic	
questions	that	they	chose	to	answer	during	the	afternoon	on	exercise	day.	At	this	time,	
organisations’	Facilitators	were	able	to	update	their	players	on	all	aspects	of	the	scenario	
regardless	of	whether	they	had	played	out	the	injects	within	their	organisation	or	not.

Managing work flows
Organisations	discussed	internally	ways	to	manage	work	flows	over	the	weekend	and	next	
week	in	the	context	of	the	scenario	and	identified	extending	work	hours	as	their	main	
approach	(38%).	Many	organisations	also	suggested	redeploying	resources	more	widely	
including	coordinating	global	resources	and	reviewing	staffing	levels.	Insurance	companies	
considered	how	they	would	deal	with	claims	against	unfunded	policies	and	67%	said	they	
would honour the claim.

Reputation and consumer impacts
Participating	organisations	considered	the	reputational	consequences;	however,	36%	
thought	that	there	would	be	minimal	reputation	consequences	as	a	result	of	the	scenario.	
Some	organisations	felt	the	reputational	impact	on	their	individual	organisation	was	
minimised because the issues were sector-wide.

Organisations’	approach	to	negative	customer	feedback	varied	from	developing	‘lines	to	
take’	and	using	a	range	of	external	communication	methods,	to	collecting	client	feedback	
and	taking	a	more	reactive	approach.

Foreign regulators
Global	organisations	and	those	domiciled	outside	the	UK	discussed	expected	limited	reaction	
from	foreign	regulators	yet	appreciated	the	importance	of	communication	and	would	provide	a	
report	or	statement	updating	regulators	on	impacts	and	workarounds	for	payment	disruption.

Disruption to payment systems
On	exercise	day,	while	CHAPS	members	were	aware	of	payment	integrity	issues	and	
payments disruption, this was not communicated to many indirect participants in the 
scheme. This is discussed in more detail in Section 2.2. Towards the end of the exercise, 
organisations’	Facilitators	were	able	to	share	a	fuller	picture	of	the	CHAPS	disruption	
with	their	players.	In	total,	81%	of	organisations	said	that	they	would	have	been	affected	
by	the	problems	with	CHAPS	payments	despite	some	organisations	not	realising	the	full	
impact	of	this	during	the	exercise	due	to	a	lack	of	communications.	

CHAPS	member	issues	and	workarounds	were	a	key	part	of	the	Cross-Market	Business	
Continuity Group (CMBCG) call. The two most well-known workarounds are Fax 
Contingency	and	the	Faster	Payments	Service	(FPS),	but	each	has	its	limitations	and	neither	
is a simple alternative: 
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•	 Fax	Contingency	allows	each	CHAPS	member	to	make	two	aggregated	payments	per	hour;	
while	this	does	allow	funds	to	move	around	the	market,	if	payments	are	bundled	together,	
unpicking	individual	transactions	afterwards	could	be	difficult	and	time-consuming.	

•	 FPS	has	two	distinct	disadvantages	as	a	substitute	for	CHAPS:	the	payment	limit	is	
£100,000	per	transaction	(and	some	FPS	members	have	still	lower	limits),	and	there	are	
technical	limitations	in	members’	ability	to	reroute	CHAPS	payments	via	FPS.

Discussions	during	the	exercise	and	subsequent	feedback	highlighted	that	there	needs	to	
be more clarity across the sector of what viable alternative payment mechanisms would be 
available in the event of an extended payment system disruption. 

Organisations’	top	priorities	for	dealing	with	late	payments	included	investigation	of	interest	
and	compensation	on	late	payments	and	liability.	Organisations	would	address	this	through	
carrying	out	manual	checks	and	reconciliations	in	conjunction	with	CHAPS	Co	and	CHAPS	
members.	When	asked,	the	majority	of	organisations	said	that	they	would	prioritise	critical	
payments	by	value	and	by	date.	In	addition,	the	majority	of	organisations	expected	to	have	
to deal with compensation and liability issues as a result of the payments disruption.

Chart	3	below	summarises	organisations’	top	strategic	priorities	in	relation	to	significant	
disruption	to	CHAPS	payments.

Chart 3: Strategic decision-making 
Significant disruption to CHAPS payments 
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The effectiveness of the exercise in focusing on strategic decision-making 
and engaging senior executives
When	asked	how	effective	the	exercise	was	in	providing	the	opportunity	to	focus	on	
strategic	decision	making	68%	of	organisations	said	it	was	effective	or	very	effective	and	a	
further 27% said it was somewhat effective. When asked how effective the exercise was in 
engaging	senior	executives	77%	of	organisations	said	that	it	was	effective	or	very	effective	
and a further 19% said that it was somewhat effective. 

Where	organisations	were	not	able	to	maximise	the	opportunity	for	engaging	their	senior	
executives,	this	was,	in	some	cases,	due	to	the	lack	of	information	received	concerning	
issues	with	CHAPS	members’	payment	systems.

Key learning and points for further consideration
•	 Lack	of	communication	was	an	issue,	particularly	affecting	indirect	participants	in	the	

CHAPS	scheme.	Although	some	settlement	banks	indicated	that	if	this	had	been	a	real	
incident they would have contacted indirect participants, the lack of communication 
during	the	exercise	left	these	organisations	uncertain	as	to	what	communications	they	
could expect in a real event.

•	 The	Authorities	have	already	begun	discussions	with	CHAPS	Co	and	the	Payments	
Council	to	instigate	a	specific	desktop	exercise	with	CHAPS	members	to	enhance	the	
sector’s	understanding	of	contingencies	and	workarounds.	This	may	lead	on	to	similar	
work	regarding	workarounds	for	other	parts	of	the	infrastructure	such	as	CREST,	CLS	
and BACS. The desktop exercise would also consider the impact of an extended 
payments disruption and how members would respond. 

•	 Some	participants	queried	where	responsibility	lay	for	resolving	payments	issues	
occurring	as	a	result	of	settlement	banks’	internal	malware	problems.	Responsibility	
for	resolving	issues	with	payment	systems,	and	communicating	to	stakeholders,	is	the	
responsibility	of	the	impacted	settlement	bank	–	though	if	the	need	arises,	or	if,	as	in	
the MWE scenario, numerous members were simultaneously affected, the Authorities 
could	assist	in	communicating	decisions	made. 	



30 Market-wide Exercise 2011: Report

2.4 Objective: The return to Business as Usual
To determine how participants and the markets prioritise and manage the return to 
Business as Usual (BAU), following a major disruption.

Exercises	often	address	crisis	management	but	pay	less	attention	to	the	process	of	returning	
to	Business	as	Usual	(BAU).	This	was	highlighted,	but	not	addressed,	in	the	2009	MWE	
and	so	in	order	to	give	this	topic	adequate	consideration	we	decided,	for	the	first	time,	to	
arrange	a	series	of	workshops	following	the	exercise	to	explore	key	themes	and	issues	raised	
about the return to BAU. These were hosted by a number of trade associations and sector 
groups	(nine	in	total),	and	facilitated	by	the	FSA.

Definition of ‘Business as Usual’
BAU	in	the	context	of	the	exercise	was	defined	as	‘the	levels	of	staffing	and	transaction	
volumes	and	the	organisation’s	ability	to	meet	its	business	objectives,	as	they	were	expected	
to	be	during	the	same	period	if	the	incidents	in	the	scenario	had	not	occurred’.

Key aspects of the scenario
To provide a common basis for participants to consider the return to BAU, the end status 
and	resolution	time	for	payments	and	Point-of-Sale	(PoS)	and	Cash-in-Transit	(CIT)	issues	
were provided as follows: 

•	 The	business	day	was	initially	extended	to	17:40	and	then	to	18:40	following	a	further	
CHAPS	call	with	members.

•	 CHAPS	members	continued	in	contingency	mode	for	the	rest	of	the	day	but	expected	to	
resolve	integrity	issues	over	the	weekend.

•	 A	CHAPS	Board	call	was	scheduled	for	the	Sunday	evening	to	confirm	a	controlled	start	
of payments on the Monday at 06:00. 

•	 The	Point-of-Sale	issues	were	expected	to	be	resolved	over	the	weekend	and	transaction	
volumes would return to normal over the next few days.

•	 CIT	providers	expected	to	clear	backlogs	caused	by	the	disruption	by	Monday	evening	
and	return	to	normal	schedules	from	Tuesday	morning.

Participant responses
Participant	responses	to	the	BAU	questionnaire	and	discussions	at	the	workshops	focused	
on	the	following	key	themes:

Priorities, constraints and timelines
Most	organisations	expect	to	manage	their	return	to	BAU	as	part	of	their	crisis	or	incident	
management,	rather	than	as	a	separate	activity.	The	timeframe	for	returning	to	BAU	varies	
for	each	organisation	and	between	business	functions	within	an	organisation	based	on	
internal priorities and constraints. The BAU workshops explored this further to understand 
how	organisations	manage	priorities	and	constraints	to	enable	their	return	to	BAU.	
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In	response	to	the	scenario,	ensuring	staff	safety	and	welfare	was	the	most	frequently	cited	
priority	in	the	return	to	BAU,	with	resolution	of	CHAPS	and	payments	issues,	dealing	
with	affected	customers	and	backlog	management	also	amongst	the	highest	priorities.	Of	
the	respondents,	38%	said	they	would	be	able	to	clear	backlogs	associated	with	CHAPS	
payments	within	one	working	day	and	23%	within	one	to	five	working	days.	

The	key	constraint	identified	in	returning	to	BAU,	both	for	individual	organisations	
and	across	sub-sectors,	was	interdependency	on	suppliers	and	other	organisations.	This	
included	dependencies	on	CHAPS	members	and	the	need	for	a	coordinated	approach	to	
the resumption of payments across the system. Concerns were raised about the potential 
need	for	suppliers	or	participants	to	prioritise	their	resources	and	services	amongst	their	
customers,	in	which	case	smaller	organisations	felt	they	could	be	at	a	disadvantage.	This	
could be exacerbated in cases where there is a concentrated reliance on a small number of 
third party providers or suppliers. 

Despite	the	concerns	raised,	over	90%	of	respondents	believed	that,	in	this	scenario,	both	
they, and their key suppliers, would be able to provide BAU levels of service with either 
immediate	effect	or	within	two	working	days.	However,	10%	of	those	that	expected	to	reach	
BAU levels with immediate effect noted that their key suppliers would not be able to return 
to	BAU	within	this	timeframe.	Given	the	challenges	expected	in	resolving	IT	issues	from	
multiple	cyber	attack,	it	was	surprising	that	so	many	organisations	expected	to	be	able	to	
return	to	BAU	so	quickly.	This	highlights	a	potential	lack	of	awareness	within	organisations	
about	the	amount	of	effort	required	to	restore	the	integrity	of	affected	systems.

Amongst	the	industry	sub-sectors,	retail	banks	and	building	societies	were	least	likely	to	
return to BAU with immediate effect in this scenario. This is because while other industry 
sub-sectors	may	have	the	weekend	to	address	the	return	to	BAU,	retail	organisations’	target	
was to have customer channels open on the Saturday. 

For	markets	and	exchanges,	since	there	were	minimal	impacts	from	the	scenario,	little	
action	was	required	in	returning	to	BAU	with	immediate	effect.

Changes and improvements identified
As	a	result	of	the	longer	term	issues	or	risks	from	the	scenario,	43%	of	respondents	said	
they	expect	to	make	changes	to	their	contingency	planning.	Areas	of	focus	include:

•	 CHAPS/payments	contingency	measures	and	prioritisation;

•	 briefing	senior	management;

•	 developing	early	warning	systems	for	cyber	attack;

•	 expanding	CMT	composition;	

•	 reducing	over-reliance	on	home	working	as	the	only	remote	working	strategy.

Of	respondents,	25%	said	they	expect	to	make	changes	to	their	relationships	with	key	
suppliers,	which	included	ensuring	clearly	defined	Service	Level	Agreements	and	close	
ongoing	supplier	engagement.
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Coordination/communication
Key	stakeholder	communications	identified	by	respondents	for	the	return	to	BAU	included	
regular	updates	and	briefings	to	staff,	communicating	with	customers	and	ongoing	dialogue	
with the sector and the Authorities. 

Lack	of	communication	and	slow	communication,	leading	to	confusion	and	uncertainty	
about	sector	priorities	and	plans	has	already	been	highlighted	as	a	concern,	particularly	
between	CHAPS	members	and	indirect	participants	in	the	scheme,	in	order	to	coordinate	
the return to BAU. 

The	Building	Societies	Association	(BSA)	is	looking	at	ways	to	improve	the	timely	
distribution of technical information to its members in a crisis. 

The	Association	of	Foreign	Banks	(AFB)	discussed	the	benefits	of	reforming	their	Business	
Continuity Sub-Group. The objective of this would be to share information on current 
business	continuity	topics	to	benefit	the	wider	membership.	Meetings	will	be	scheduled	
quarterly, or called as and when it is deemed necessary. A very positive response has been 
received	so	far	from	participants	of	the	BAU	meeting	to	join	the	sub	group	so	preparations	
are underway.

During	the	follow-up	discussions,	a	number	of	hedge	funds,	asset	managers,	and	brokers	
who	met	to	discuss	the	return	to	BAU	expressed	an	interest	in	establishing	a	sector	business	
continuity	group.

Market suspension
The	uncertainty	around	whether	CHAPS	payments	would	be	resumed	on	the	Monday	led	
to	the	prospect	of	a	market	suspension	(through	calling	a	Bank	Holiday	or	non-trading	day)	
being	raised	during	the	exercise.	

There	were	concerns	that	a	suspension	would	lead	to	increased	backlogs,	liability	and	
compensation	issues	for	organisations,	which	would	further	complicate	and	delay	the	return	
to BAU. 

Given	that	the	sector	has	responsibility	for	responding	to	a	disruption	–	as	individual	
organisations	and	in	coordination	with	each	other	–	there	should	be	no	expectation	that	the	
Authorities	would	intervene	to	suspend	markets	without	the	sector	having	taken	all	possible	
efforts	to	ensure	continuity	of	operations	and	the	stable	functioning	of	the	UK’s	retail	and	
wholesale markets. 

Information on the powers available to the Authorities in relation to the suspension of 
market activity has previously been published and is now available on the public section  
of the FSC website. 

The effectiveness of the exercise in determining how participants manage 
and prioritise their return to business as usual
The	workshops	received	good	feedback	from	across	the	sector,	in	particular,	that	it	had	
provided	sector	group	members	with	an	opportunity	to	meet	and	discuss	feedback	on	the	
exercise as well as the return to BAU. 
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Participants	who	were	not	currently	a	member	of	an	established	sector	business	continuity	
group,	for	example	hedge	funds	and	asset	managers,	were	also	provided	with	an	
opportunity	to	meet	through	workshops	hosted	by	the	FSA.	The	BAU	discussions	enabled	
attendees to obtain a view of how the exercise had played out for their sector to supplement 
further	results	presented	through	this	report	and	at	the	conference	to	follow.

Key learning and points for further consideration
•	 Reliance	on	key	suppliers	is	a	key	constraint	in	planning	and	managing	an	effective	

return	to	BAU	and	organisations	would	benefit	from	greater	understanding	of	
dependencies,	priorities	and	contractual	obligations	through	reviewing	Service	Level	
Agreements	(SLAs)	and	ongoing	supplier	engagement.

•	 There	is	a	need	for	greater	coordination	and	communication	amongst	organisations	to	
plan	and	manage	the	return	to	BAU	and	this	should	be	considered	as	part	of	improving	
communications	between	CHAPS	members	and	indirect	participants	in	the	scheme.

•	 There should be no expectation that the Authorities would intervene to suspend markets 
without	the	sector	having	taken	all	possible	efforts	to	ensure	continuity	of	operations	
and	the	stable	functioning	of	the	UK’s	retail	and	wholesale	markets.

•	 There	is	uncertainty	across	the	sector	on	how	markets	might	be	suspended	either	via	a	
Bank	Holiday	or	non-trading	or	settlement	day,	and	associated	implications.	Organisations	
should refer to the information that has previously been published by the Authorities on 
the FSC website.



34 Market-wide Exercise 2011: Report

3. Authorities’ engagement

As usual, the UK Financial Authorities participated fully in the MWE and used the exercise 
as the basis for our annual Tripartite exercise. This provided an important opportunity for 
them	to	test	their	own	response	arrangements	in	partnership	with	the	sector.	The	MWE	
continues	to	be	a	key	element	of	the	Authorities’	Exercising	strategy.

3.1 Authorities’ response
The events of the exercise had an immediate impact on the Authorities as they invoked 
their	crisis	response	arrangements	following	the	explosion	close	to	Bank	station.	The	Bank	
swiftly announced via the FSC website that this had no impact on their operations. 

The	explosion	triggered	individual	crisis	response	arrangements	across	the	three	Authorities,	
who also activated the Tripartite Incident Response Framework (TIRF) and convened 
jointly	as	the	Standing	Committee	Support	Group	on	Resilience	and	Contingency	Planning	
(Support	Group)	early	in	the	morning	to	share	information	on	the	potential	impact	to	the	
sector’s	operations	and	to	agree	response	actions.	

3.2 Engagement with the sector
Liaison with the sector was led by the FSA and the Bank in accordance with the Authorities’ 
standing	response	arrangements.	This	was	done	through	a	number	of	means,	including	
direct	supervisor	engagement	with	organisations,	following	submission	of	the	Major	
Incident	Damage	Assessment	(MIDAS)	returns,	on	a	prioritised	basis	and	the	convening	
of	formal	and	informal	Authority-sector	groups.	This	enabled	the	Authorities	to	build	a	
picture	of	the	overall	impact	to	the	sector’s	operations	from	the	various	threats	facing	it	
across the day. 

In	a	real	event,	organisations	would	be	contacted	by	their	FSA	supervisor	who	would	complete	
the	MIDAS	form	over	the	telephone.	For	the	purpose	of	the	exercise	it	was	deemed	quicker	
for	participants	to	email	their	MIDAS	forms	to	the	MWE	Project	Office	as	they	had	received	
the	scenario	in	advance.	However,	by	10:15	(15	minutes	after	the	deadline)	over	half	of	
participants	had	still	not	submitted	their	MIDAS	returns.	This	delayed	the	Authorities	in	
prioritising	follow-up	calls	to	affected	participants	in	order	to	fully	understand	the	collective	
impact of the scenario on the sector and will be followed up by the FSA.

The	exercise	also	tested	the	newly-enhanced	Financial	Services	Information	Exchange	(FSIE).	
Chaired	by	the	Centre	for	the	Protection	of	National	Infrastructure	(CPNI),	the	FSIE	brought	
together	technical	experts	and	decision-makers	within	organisations	to	share	information	
on	the	nature	of,	and	risks	presented	by,	the	cyber	threat	and	explore	possible	mitigation	
strategies	as	the	extent	of	the	problems	affecting	CHAPS	members	became	clear.	
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This	call	proved	crucial	in	establishing	that	there	were	widespread	IT	problems	within	the	
sector	as	a	result	of	a	potential	cyber	attack.	This	and	the	wider	outputs	of	the	FSIE	meeting	
were	fed	into	the	Cross-Market	Business	Continuity	Group	(CMBCG)	by	HM	Treasury.	The	
success	of	this	element	of	the	government’s	and	the	sector’s	response	arrangements	during	the	
exercise	testifies	to	the	effort	made	by	a	number	of	organisations,	including	CPNI,	to	deliver	
recommendations	arising	from	‘Waking	Shark’	in	March	2011.

A number of communication mechanisms that would typically have been employed by the 
Authorities	in	a	real	event,	including	ministerial	statements	and	use	of	media	channels,	were	
played out internally. 

As	the	day	progressed	and	the	extent	of	disruption	became	clearer,	the	Authorities’	
engagement	with	the	sector	evolved	from	organisation-specific	contact	to	various	cross-sector	
forums.	A	list	of	the	sector	groups	that	met	during	the	exercise,	including	CMBCG,	can	be	
found in Appendix 4. The Bank-chaired CMBCG call further contributed to the Authorities’ 
understanding	of	the	impact	on	the	sector	although	the	issues	affecting	CHAPS	members,	and	
in	turn	clients	(particularly	the	loss	of	transaction	credibility)	seemed	to	generate	less	concern	
amongst	the	sector,	and	less	senior	interest,	than	the	Authorities	expected.	

A	number	of	CMBCG	call	attendees	reported	that	the	incidents	affecting	them	were	
being	managed	essentially	as	BAU	and	this	may	have	run	the	risk	that	a	sector-wide	cyber	
attack	was	not	identified.	How	large-scale	cyber	attacks	affecting	multiple	organisations	
simultaneously	are	identified,	is	a	challenge	the	sector	and	the	Authorities	need	to	address	
and we will continue to rely on open and transparent communication in and out of crisis.

3.3 Engagement with central government
An additional aspect to this year’s exercise was the participation (albeit, to a level more 
limited	than	would	be	expected	in	a	real	event)	of	other	Government	response	agencies.	
HM	Treasury	was	liaising	closely	with	Cabinet	Office,	CPNI	and	the	new	Cyber	Security	
Operations	Centre	to	test	how	the	Authorities	would	work	together	with	central	
Government	response	functions	during	a	real	incident,	notably	the	Cabinet	Office	Briefing	
Room	(COBR)	and	the	new	cyber	response	unit.	The	information	being	generated	by	the	
sector was continuously fed into these areas where in a real event it would be used to 
ensure the wider Government response took account of and worked to help address the 
issues	affecting	the	sector.

3.4 Authorities’ Standing Committee Deputies
A	meeting	of	the	Authorities’	Standing	Committee	Deputies	(Deputies)	followed	the	CMBCG	
call	and	was	designed	to	ensure	that	senior	management	were	well	briefed	on	the	sector’s	
operations	and	able	to	make	any	decisions	necessary	with	regard	to	the	Authorities’	response.	

Given	the	views	provided	at	CMBCG	and	by	individual	organisations,	the	Authorities	
judged	that	intervention	was	not	necessary	and	that	there	was	no	financial	stability	risk	
arising	from	the	operational	issues.	As	a	result,	options	discussed	for	suspending	market	
activity were not pursued. 
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In	the	first	instance,	the	sector	would	be	expected	to	develop	possible	responses	to	a	disruption	
and any intervention by the Authorities would only follow if absolutely necessary. 

It	may	be,	given	the	malware	issues	that	were	subsequently	known	to	be	affecting	the	sector,	
further	steps	could	have	been	taken	at	an	early	stage	to	address	or	reduce	the	damage	from	
these.	Deputies	did	put	in	place	arrangements	to	be	notified	of	developments	and	to	be	
able	to	respond	accordingly	to	any	worsening	situation.	This	will	need	to	be	considered	as	
part	of	the	Authorities’	evaluation	of	their	response	and	highlights	the	importance	of	their	
having	an	accurate	and	comprehensive	picture	of	the	disruption	to	individual	organisations	
and	the	sector	as	a	whole	to	enable	timely	and	effective	decision-making.
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4. Communications

As	might	be	expected,	communications	formed	a	fundamental	part	of	participating	
organisations’	response	to	the	scenario.	For	example,	over	90%	of	participants	took	action	
as	a	result	of	the	explosion	near	Bank	station	and	this	obviously	included	communicating	
with	and	accounting	for	staff.	Additionally,	in	the	questionnaires	asking	how	firms	would	
respond	to	various	impacts	of	the	scenario,	such	as	reputational	consequences,	negative	
customer	impact,	failed	transactions	and	interest	from	foreign	regulators,	external	
communications	was	the	highest-ranking	answer.	Despite	this,	the	exercise	also	identified	
communications	issues	such	as	communications	between	CHAPS	members	and	indirect	
participants in the scheme (discussed in Section 2.2).

4.1 Media
Although	media	handling	and	communications	were	not	a	core	objective	of	the	scenario,	it	
was	good	to	see	that	many	organisations	still	considered	media	messages	in	the	context	of	
the	Olympics	and	the	cyber	threat.	In	total,	81%	of	organisations	said	they	were	affected	
by media speculation and attention and 61% produced a media statement as part of their 
response.	Chart	4	below	provides	a	breakdown	of	how	they	were	affected	during	the	exercise.

Chart 4: Media speculation and attention 
How were organisations affected? 

Media speculation and attention 
How were organisations affected? 

• Increased call centre volumes
• Increased media enquiries
• Potential spike in fraud issues
• Staff deciding to stay away because 
 of speculation of terrorist attacks
• Concern, anxiety and confusion   
 amongst staff

41% Knock-on impacts 
 to services

39% Reputation impact

54% Other10
0%

In	addition	to	individual	organisations’	communications	with	the	media,	participants	said	
that	they	would	reference	key	messages	from	sector	groups	and	the	Authorities	to	ensure	
consistency in the event of a market-wide disruption. When asked with whom they would 
want	to	communicate	during	the	return	to	BAU,	the	majority	of	organisations	identified	
staff, the Authorities and customers as their primary concerns. 

A	clearer	understanding	of	current	engagement	and	communications	between	the	regulator,	
sector	groups,	CHAPS	members	and	firms	is	needed	and	will	be	addressed	in	follow-up	
work	starting	with	the	2011	Market-wide	Exercise	Conference.
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4.2 Cross-Market Business Continuity Group (CMBCG)
The	Cross-Market	Business	Continuity	Group	(CMBCG)	comprises	the	financial	
authorities,	infrastructure	providers,	and	key	organisations	in	the	banking	system	and	
capital markets. It is a forum to pool information in the event of a major operational 
disruption	and	so	inform	decision-taking	by	the	Authorities,	exchanges	etc.	and	facilitate	
private sector decisions and workarounds to alleviate pressures on the system. CMBCG 
members	are	senior	executives	capable	of	covering	front	office	and	operational/back-office/ 
infrastructural	issues,	with	the	authority	in	an	emergency	situation	to	commit	their	
organisation	without	reference.

CMBCG met via teleconference at 12:00 on exercise day to share information on how 
they were impacted by the exercise scenario, and to discuss their response. The call was 
chaired	by	the	Bank	of	England.	The	Chair	notified	the	Secretary	at	around	10:45	that	a	
CMBCG call should be held at midday. The Secretary informed CMBCG members of this 
via	email,	and	in	line	with	CMBCG	protocol,	asked	all	CMBCG	member	organisations	to	
confirm	their	representative	on	the	call,	to	which	all	responded.	An	agenda	was	provided	to	
members	ahead	of	the	meeting.	

All	20	CMBCG	member	organisations	that	participated	in	the	MWE	attended	the	call	and	
nine were represented by their primary contact. The call lasted approximately 40 minutes, 
and	arrangements	were	put	in	place	to	convene	the	Group	again	the	following	Sunday	
afternoon	if	the	situation	continued.	The	Chair	asked	members	to	provide	suggestions	
and	the	rationale	for	the	latest	time	that	a	Bank	Holiday	could	be	called	for	the	following	
Monday	if	one	was	required;	one	response	was	received.

In	a	live	event,	the	Chair	would	almost	certainly	have	called	the	meeting	later	in	the	day,	
when	the	questions	for	the	Authorities	etc.	might	have	been	clearer;	there	is	a	risk	that	a	call	
too	early	in	the	process	is	ineffective	as	not	enough	information	is	available.	

Feedback	from	participant	members	of	CMBCG	was	generally	positive	on	the	mechanics	
of	convening	the	CMBCG	call,	and	in	relation	to	the	structure,	chairing	and	management	
of	the	meeting.	The	discussion	was	seen	as	useful,	and	as	presenting	some	interesting	points	
around	the	options	available	for	Bank	Holidays	and	settlement	holidays.	Some	questions	
were	raised	about	the	post-call	outputs,	with	several	participants	suggesting	that	formal	
minutes	should	be	provided.	The	agreed	process	is	for	a	short	summary	covering	key	
message(s)	to	be	posted	on	the	Contingency	Area	of	the	Financial	Sector	Continuity	(FSC)	
website	following	a	CMBCG	call,	which	can	be	accessed	by	non-members.	This	is	the	
process	that	was	followed	during	the	MWE,	and	would	be	followed	in	a	real	event. 

Participant	responses	on	whether	the	exercise	had	enabled	greater	understanding	of	the	
CMBCG	role	and	how	it	works	were	divided,	which	reflects	a	need	for	the	Authorities	
to	continue	with	the	work	already	underway	to	improve	understanding	of	the	role	of	
CMBCG,	and	other	sector	groups,	across	the	financial	sector.



Market-wide Exercise 2011: Report 39

4.3 Financial Sector Continuity (FSC) website
A consistent feature of feedback to the Authorities from sector participants in previous 
exercises	has	been	the	need	for	regular	and	up-to-date	communication	during	a	crisis.	One	
of	the	mechanisms	for	achieving	this	is	the	Financial	Sector	Continuity	(FSC)	website.

All	participating	organisations	in	the	MWE	were	contacted	ahead	of	the	exercise	to	ensure	
that	participants	had	secure	user	accounts	with	access	to	the	test	contingency	area.	

On	exercise	day	the	test	contingency	area	was	activated	at	07:59,	with	the	first	message	
posted	at	08:00.	During	the	day	a	further	eight	messages	were	posted,	with	the	final	
Authorities’	statement	posted	at	17:46.	Messages	posted	included	updates	on	the	incident	
near	Bank	station;	a	summary	of	the	CMBCG	call;	a	Payments	Council	update;	and,	
Authorities’ updates and press statements. 

In	a	real	major	operational	disruption	the	process	would	be	slightly	different,	since	
additional websites and communications channels would be available and would be used. 
The current protocols are:

•	 Public	messages	and	press	releases	from	each	of	the	Authorities	will	be	posted	onto	their	
individual	websites	and	on	the	public	and	contingency	areas	of	the	FSC	website.	An	FSC	
alert will also be sent to FSC secure users and the FSC telephone service will be updated.

•	 Joint	public	messages	and	press	releases	from	the	Authorities	will	be	posted	onto	the	three	
Authorities’	websites,	the	public	FSC	site	and	the	contingency	FSC	site	simultaneously.	An	
FSC alert will be sent and the FSC telephone service will also be updated.

•	 Secure	and	sector-specific	messages	will	be	posted	onto	the	contingency	area	of	the	FSC	
website only. An FSC alert will be sent, but the publicly available telephone service will 
not	be	updated.	If	appropriate	a	public	version	of	the	secure	message	may	be	generated	
that could be posted onto the public site and the telephone service.

•	 In	some	circumstances,	the	Authorities	(via	their	Press	Offices)	could	also	communicate	
to	the	sector	and	the	public	via	the	news	wires	and	Associated	Press.	

•	 Messages	from	other	sector	bodies	(e.g.	Payments	Council)	would	not	routinely	be	
posted	onto	the	FSC	website.	These	would	be	managed	by	the	individual	bodies	
following	their	communications	protocols.

•	 The FSC website will not contain updates on information outside the Authorities’ 
remit,	e.g.	transport	or	cordon	updates,	where	information	should	be	sought	from	 
the relevant authority.

Participant	responses	on	whether	the	FSC	website	had	been	effective	in	delivering	the	
Authorities’	response	on	exercise	day	were	divided,	with	49%	saying	that	it	was	effective.	
Those	that	disagreed	said	that	they	did	not	refer	to	the	website,	that	more	frequent	and	
timely	messages	had	been	expected	or	that	there	was	a	duplication	of	information	already	
provided	in	the	context	of	the	exercise.	The	Authorities	will	review	the	messaging	protocol	
for the FSC website to ensure that updates are timely, and work with the sector to develop 
clear and realistic expectations.



40 Market-wide Exercise 2011: Report

5. Summary of further work

The	2011	MWE	was	the	largest	to	date,	involving	more	participating	organisations	than	
ever	before.	Feedback	has	been	overwhelmingly	positive,	most	notably	that	the	changes	in	
our	approach	to	release	the	scenario	beforehand	and	provide	greater	emphasis	on	strategic	
decision-making	enabled	organisations	to	participate	more	effectively	on	the	day	and	better	
engage	their	senior	executives.	

Through	participation	in	the	MWE,	organisations	were	able	to	‘stress	test’	their	Olympic	
response	frameworks	against	major	disruption	and	their	dependencies	on	the	internet	and	
telecommunications	to	support	working	from	home.	Participants	were	also	challenged	on	
a	number	of	strategic	decisions	relating	to	payments	disruption	on	the	day.	Sector	groups	
had	the	opportunity	to	meet	following	the	exercise	to	jointly	discuss	the	return	to	BAU	in	
consideration of wider market priorities. 

The Authorities participated fully in the exercise and were able to demonstrate their in-crisis 
role	to	participating	organisations,	including	the	convening	of	CMBCG.	

The	exercise	identified	a	number	of	lessons	and	has	prompted	further	exercising	and	follow-up	
work	across	the	sector	and	for	the	Authorities;	these	are	summarised	below.

5.1 For the sector
•	 [2.1]	Following	the	exercise,	organisations	will	be	reviewing	the	suitability	of	remote	

working	strategies,	including	home	working.	

•	 [2.1]	Organisations	are	encouraged	to	re-engage	with	service	providers	(such	as	
telecoms and recovery site providers) to review suitability of contract provisions 
during	the	Olympics.	

•	 [2.1]	Recovery	Site	Providers	are	preparing	a	consolidated	‘Statement	of	Intent’	for	the	
sector	regarding	their	service	provision	during	the	Olympic	Games	period.

•	 [2.1]	Organisations	should	continue	to	review,	test	and	exercise	their	Olympic	plans	in	
the	run-up	to	the	Games,	while	referencing	advice	published	by	the	Olympic	authorities.	

•	 [2.2]	The	exercise	underlined	the	importance	of	organisations	having	adequate	
information/cyber	security	capabilities	in	place	supported	by	dedicated,	well-trained	
professionals	who	are	appropriately	empowered	in	the	organisation	to	prepare	for	and	
respond to cyber attacks.

•	 [2.2]	Organisations	should	undertake	cyber	exercises	covering	worst-case	scenarios	on	a	
regular	basis.	This	should	be	done	in	conjunction	with	the	relevant	business,	IT,	BCM	
and Information Security areas as well as critical third party suppliers to further enhance 
understanding	of,	and	response	to,	cyber	threats.
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•	 [2.2]	The	FSIE	will	review	its	membership	in	light	of	the	MWE	to	ensure	that	it	is	
sufficiently representative	– either	through	direct membership	or	through	access	to	the	
Finance Node	via	the	CPNI	Extranet	– and will	continue	to	exercise	its	role	as	part	of	
future	cyber	exercising	with	the	sector.

•	 [2.2]	In	conjunction	with	the	cards	industry,	organisations	should	consider	testing	 
for	failure	in	Point-of-Sale	terminals,	including	customer	impacts,	liability	issues	and	
media attention.

•	 [2.2]	The	Building	Societies	Association	(BSA)	will	be	following	up	with	the	cash	planning	
and distribution industry to better understand priorities and timelines for cash deliveries 
during	and	immediately	after	an	emergency	situation.

•	 [2.3]	Lack	of	communication	was	an	issue,	particularly	affecting	indirect	participants	in	
the	CHAPS	scheme.	Although	some	settlement	banks	indicated	that	if	this	had	been	a	
real incident they would have contacted indirect participants, the lack of communication 
during	the	exercise	left	these	organisations	uncertain	as	to	what	communications	they	
could expect in a real event.

•	 [2.4]	Organisations	should	seek	greater	understanding	of	supplier	dependencies,	priorities	
and	contractual	obligations	in	managing	the	return	to	BAU,	through	reviewing	SLAs	and	
ongoing	supplier	engagement.

•	 [2.4]	The	Building	Societies	Association	(BSA)	is	looking	at	ways	to	improve	the	timely	
distribution of technical information to its members in a crisis.

•	 [2.4]	The	Association	of	Foreign	Banks	(AFB)	is	reforming	their	Business	Continuity	 
Sub-Group.

•	 [2.4]	A	number	of	hedge	funds,	asset	managers	and	brokers	expressed	an	interest	in	
establishing	a	sector	business	continuity	group,	and	the	FSA	will	assist	this	group	to	
become established.

5.2 For the Authorities
•	 [2.2]	We	will	consider,	with	the	sector,	the	need	for	smaller,	more	targeted	exercises	to	

improve	understanding	of	the	impact	of	cyber	attacks	and	the	sector’s	response.

•	 [2.2]	We	will	follow	up	with	CHAPS	Co	and	the	settlement	banks	we	supervise	on	
improving	communication	processes	between	CHAPS	members	and	indirect	participants	
in	the	scheme	during	a	payments	disruption.	

•	 [2.3]	We	have	already	begun	discussions	with	CHAPS	Co	and	the	Payments	Council	to	
instigate	a	specific	desktop	exercise	with	CHAPS	members	to	enhance	the	sector’s	
understanding	of	contingencies	and	workarounds.	This	may	lead	on	to	similar	work	
regarding	workarounds	for	other	parts	of	the	infrastructure	such	as	CREST,	CLS	and	
BACS. The desktop exercise would also consider the impact of an extended payments 
disruption and how members would respond.

•	 [3.2]	The	FSA	will	follow	up	with	the	sector	to	understand	why	such	a	large	number	of	
MIDAS	returns	were	submitted	late	and	how	this	could	be	improved	in	future.
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•	 [4.2] We will continue our work with the CMBCG Sub-Group to clarify how the various 
sector	groups	interact,	with	a	view	to	producing	a	document,	for	the	sector,	that	outlines	
the	different	roles	of	each	group	and	how	they	would	be	expected	to	feed	into	any	
sector-wide	response	during	major	operational	disruption.

•	 [4.3]	We	will	look	to	improve	FSC	website	communications	by	reviewing	our	messaging	
protocol and will work with the sector to develop clear and realistic expectations.

5.3 The future of exercising
As in previous years, we will continue to develop and enhance our approach to  
sector-wide	exercising	following	the	2011	MWE	to	test	and	promote	resilience	across	the	
sector.	This	will	begin	with	discussions	at	the	post-exercise	conference	and	we	encourage	 
you	to	give	us	your	views	on	the	future	of	exercising	before	the	conference	(please	email	
MWE_projectoffice@fsa.gov.uk). 

We	will	focus	on	the	following	suggestions	already	provided	by	participants	for	improving	
future exercises:

•	 separate	exercises	with	greater	focus	and	opportunity	to	drill	down	on	key	themes	
(cyber	threat,	payment	systems,	Olympics);

•	 shorter,	more	frequent	exercises	focused	on	specific	industry	areas	 
(e.g.	infrastructure,	payments);

•	 greater	definition	of	business	impacts	and	longer	duration	(e.g.	extending	the	scenario	 
to	several	days);	and

•	 inclusion	of	a	global	dimension	in	exercises,	for	example	consideration	given	to	global	
companies in the UK with dependence on key suppliers outside the UK.

Suggested	improvements	for	scenarios	and	injects	from	participants	included:

•	 more detailed injects for cyber exercises that include technical notes on the cause,  
type	and	nature	of	problems	such	as	malware	and	denial	of	service;

•	 more	explicit	injects	on	telecoms	loss,	effects	on	business	broadband	and	degradation	 
of	the	internet	over	a	longer	period	(e.g.	from	ISPs);

•	 injects	that	key	suppliers	can	flex	to	provide	more	stress;

•	 use	elapsed	time	to	increase	focus	and	test	management	of	critical	deadlines;	and

•	 provide	a	set	of	assumptions	for	organisations	to	work	from	when	considering	 
strategic	questions.

We	look	forward	to	continuing	to	work	with	the	sector	to	share	the	knowledge	gained	
through	the	MWE	to	further	enhance	and	promote	resilience	of	the	UK	financial	sector.

mailto:MWE_projectoffice@fsa.gov.uk
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Appendix 1 
List of participating 
organisations

Organisation Name Organisation Name

AIB Group (UK) plc CME Clearing Europe Ltd

Allianz Insurance plc Commerzbank AG

Aon Ltd Co-operative Bank plc

Aspect Capital Credit Agricole Corporate & Investment Bank

Association of British Insurers Credit Suisse

Aviva plc Deutsche Bank Group

AXA Group Euro CCP

BACS Payment Schemes Ltd Euroclear UK & Ireland (CREST Co Ltd)

Bank of America/Merrill Lynch Faster Payments Service (FPS)

Bank of England Financial Services Authority

Bank of Ireland (UK) plc Financial Services Compensation Scheme (FSCS)

Bank of New York Mellon Corporation Goldman Sachs International

Bank of Tokyo Mitsubishi UFJ Her Majesty's Treasury (incl DMO)

Barclays plc HSBC Bank plc

Bayerische Landesbank ICAP Securities Ltd

BlackRock ICE Futures & ICE Clear Europe

BNP Paribas UK Ltd Investec Bank plc

British Bankers’ Association JP Morgan Chase

Building Societies Association Knight Capital Europe Ltd

CHAPS Clearing Company Ltd LCH Clearnet Ltd

Chartis Insurance UK Limited (incl. AIG) LIFFE Administration and Management

Cheque and Credit Clearing Company Ltd LINK ATM Scheme

Chi-X Europe Ltd Lloyds Banking Group

Citi Lloyd’s of London

CLS Services London Metal Exchange Ltd
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Organisation Name Organisation Name

London Stock Exchange plc RSA Insurance Group

Macquarie Bank Santander UK plc

Man Group Skipton Building Society

Mizuho Corporate Bank Société Générale

Morgan Stanley International Ltd Standard Bank plc

Munich Re/Great Lakes Standard Chartered Bank

National Australia Group Europe Ltd State Street Bank Europe Ltd

Nationwide Building Society Sumitomo Mitsui Banking Corporation Europe Ltd 

Newedge SWIFT scrl

Nomura International plc Toronto Dominion Bank

Northern Bank Ltd/Danskebank UBS Investment Bank

Northern Trust Company VISA

Office of Fair Trading (OFT) VocaLink Ltd

Payments Council Wells Fargo Bank NA 

Principality Building Society West Bromwich Building Society

Prudential plc Willis Group Ltd

QBE European Operations Winterflood Securities Ltd

Royal Bank of Canada Zurich Assurance

Royal Bank of Scotland Group
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Appendix 2 
Governance group members 
and acknowledgements

This	list	covers	those	who	contributed	to	the	design	and	delivery	of	the	exercise.

Project Board
Lyndon	Nelson,	Chair	 Risk	and	Financial	Stability	Division,	FSA

Richard	Maddison	 Risk	and	Financial	Stability	Division,	FSA

Kathy	McCarthy	 Bank	of	England

John	Milne	 Risk	and	Financial	Stability	Division,	FSA

James	Snook	 HM	Treasury

Sharon	Wallis	 Risk	and	Financial	Stability	Division,	FSA	

Steering Group
Sharon	Wallis,	Chair	 Risk	and	Financial	Stability	Division,	FSA

Sally Ames Lloyd’s of London

Richard	Bridgford	 Santander

Malcolm Brooke Credit Suisse

Gary	Cook	 Payments	Council

Mark	Coote	 London	Clearing	House	(LCH)

Phil	Hine	 Prudential	plc

Magdelena	Koluzs	 Risk	and	Financial	Stability	Division,	FSA

Amy	Lee	 Risk	and	Financial	Stability	Division,	FSA

Richard	Maddison	 Risk	and	Financial	Stability	Division,	FSA

Kathy	McCarthy	 Bank	of	England

Doug	McKenzie	 Bank	of	England

John	Milne	 Risk	and	Financial	Stability	Division,	FSA

Kevan	Noble	 Association	of	Foreign	Banks	(AFB)

James	O’Sullivan	 Building	Societies	Association	(BSA)

Andrew	Rogan	 British	Bankers’	Association	(BBA)

James	Snook	 HM	Treasury

Stuart	Sterling	 Cabinet	Office

Tim	Wald	 Corporate	Protection	&	Resilience,	FSA

Ian	Wellings	 JP	Morgan
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Scenario Design and Control Group
Magdelena	Koluzs,	Chair	 Risk	and	Financial	Stability	Division,	FSA

Daniel	Barriuso	 Credit	Suisse,	Chair	of	the	Cyber	Expert	Group

Adelle	Chilinski	 Nationwide	Building	Society

Stuart	Dunsmore	 Commerzbank

Robert	Durrant	 Bank	of	America	Merrill	Lynch

Matt	Dyckhoff	 Nomura,	Chair	of	the	Olympics	Expert	Group

Kelly Gilmore Barclays plc

Fredrik	Hult	 Credit	Suisse

Dermot	McCarthy	 Barclays	plc		

Doug	McKenzie	 Bank	of	England

John Milne  FSA, Financial Stress Expert Group Chair

Peter	Newport	 Recovery	Site	Providers	Forum

Thomas	Puschnik	 Zurich	Insurance

Mo	Rahee	 HM	Treasury

Planning and Logistics
Amy	Lee,	Chair	 Risk	and	Financial	Stability	Division,	FSA

Ian Bradley Santander

Jackie	Gorringe		 Corporate	Protection	&	Resilience,	FSA

Rod Ives Barclays Capital

Damian	Lavington	 Corporate	Protection	&	Resilience,	FSA

Neil	Palmer	 Risk	and	Financial	Stability	Division,	FSA

Lloyd Richardson Credit Suisse

Tony Swift Axa Insurance

Andy	Todd	 HSBC

Mo	Rahee	 HM	Treasury

Sharon	Wallis	 Risk	and	Financial	Stability	Division,	FSA

Project Office
Lauren	Earls	 Risk	and	Financial	Stability	Division,	FSA

Krystle	Kingston	 Risk	and	Financial	Stability	Division,	FSA
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Cyber Expert Group
Daniel	Barriuso,	Chair		 Credit	Suisse

A Representative Cyber Security Operations Centre (CSOC)

Etienne	Deburgh	 BNY	Mellon

Nick Godfrey Goldman Sachs

Duncan	Hart	 Bank	of	England

Fredrik	Hult	 Credit	Suisse

Ashley Jelleyman British Telecom

Magdelena	Koluzs	 Risk	and	Financial	Stability	Division,	FSA

Dave	Manley	 City	of	London	Police

Doug	McKenzie	 Bank	of	England

Neill	Newman	 London	Stock	Exchange

David	P	 Centre	for	the	Protection	of	National	Infrastructure	(CPNI)

Mark	Stanhope	 Lloyds	Banking	Group

Martin	Whitworth	 Payments	Council

Olympics Expert Group
Matt	Dyckhoff,	Chair	 Nomura

Nestor	Alfonzo	Santamaria	 City	of	London	Corporation

Jenny	Carpenter	 City	of	London	Police

Jim Cook London Resilience Team

Liam	Day	 Olympic	Delivery	Authority

Nigel	Furlong	 Transport	for	London

Fredrik	Hult	 Credit	Suisse

Magdelena	Koluzs	 Risk	and	Financial	Stability	Division,	FSA

Gary Locker City of London Corporation

Doug	McKenzie	 Bank	of	England	 	 	

Kevin	Mitchell		 Olympics	Safety,	Security,	Training	&	Exercising	Team	(OSSTET)

James	O’Sullivan	 Building	Societies	Association	(BSA)

Mike	Thompson	 Metropolitan	Police	Service

Nicky Ward London 2012

Financial Stress Expert Group
John	Milne,	Chair	 Risk	and	Financial	Stability	Division,	FSA

David	Alexander	 Capital	Markets	Sector,	FSA

Stephen	Denby	 Bank	of	England

Jakob	Lund	 Risk	and	Financial	Stability	Division,	FSA

Lisa	Newman	 Bank	of	England

John	Sutherland	 Executive	Office,	FSA
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Advisers
Anwar Akram BT

James Coulson Société Générale

Inspector	Peter	Clarke	 City	of	London	Police

David	Evans	 Bank	of	England

Drew	Gibson	 Canary	Wharf	Management

Mark	Gurney	 London	Fire	Brigade/Secondee	to	the	London		 	
 Resilience Team

Steve	Howson	 Visa	Europe

Nas	Hussain	 BT

Rob Johnson Loomis

Chris	Keeling,	Scenario	design	 Keystone	Resilience	Limited

Steve Kent, Exercise delivery Swiss Re

Julie	Moore	 Risk	and	Financial	Stability	Division,	FSA

Nick	P	 CPNI

Paul	Rodford	 The	UK	Cards	Association

Craig	Sagers	 BT

Daniel	Salomonsson	 G4S

Steve Thompson BT

Steve	Vanhinsbergh	 Visa	Europe

Greg	Vaughan	 Department	for	Transport

Will Watkinson, BAU Champion Standard Chartered Bank

Rob Walley  London Resilience Team

Scenario Challenge Group
Ron	Baxter,	Chair	 Executive	Office,	FSA

Nathan Bird  Goldman Sachs International

James Coulson  Société Générale

Stephen	Denby		 Bank	of	England

Ian	Dowglass		 Euroclear	UK	&	Ireland

Graham	Gratton	 Lloyds	Banking	Group

Paul	Grey		 Co-operative	Banking	Group

Philip	Harrison		 Morgan	Stanley	International	Ltd

Ian	Martin		 IHM	Associates	Ltd

Andy	McStravick	 1st	Central	Insurance	Management	Ltd

Mark Newsome Northern Trust Company

Malcolm Norman  Aon

Soterios	Papayiannis		 HSBC	Bank	plc

Richard	Patterson		 Barclays	plc

Chris	Scott		 Olympic	Safety	Directorate

Mark	Stirland		 Information	Systems	Division,	FSA

Tony Swift  AXA Insurance

Charles Underwood  Royal Bank of Scotland Group
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Appendix 3 
Scenario timeline

Change of focus from crisis 
management to strategic 
decision-making

Priorities:
•  Addressing failed CHAPS payments
•  Prioritising critical CHAPS payments
•  Liability issues

Other considerations:
•  Managing workflow and new business
•  Claims on unfunded insurance policies

AM PM

Explosion 
close to 
Bank station

Increased media 
speculation, pressure 
on the internet and 
transport disruption

Staff have 
difficulty 
getting 
into work

Integrity errors in 
CHAPS payments

Malware 
identified as 
the cause of 
CHAPS 
issues

Increased media 
interest, concerns 
that cash supplies 
may run out and 
increased volumes at 
call centres from 
concerned customers

Broad DDoS attacks 
against UK financial 
sector websites

Explosion confirmed 
as non-suspicious

CHAPS Board conference call, 
members suspended payments

DoS attacks cause half of card 
transactions requiring authorisation 
(including e-commerce) to fail

60-80% of home workers 
across the UK have trouble 
connecting to the internet

Internet speed 
noticeably slower 
across the UK

Customers unable to 
renew insurance 
policies online
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Appendix 4 
Sector groups and trade bodies

This	list	covers	the	various	sector	groups	and	trade	associations	that	were	involved.

Summary of organisations

BSA 

(Building Societies Association)

Trade association for all UK building societies with total 
assets of £375 billion, approximately15 million savings 
accounts and 2.9 million home loans.

RBBCG 

(Retail Banks Business 
Continuity Group)

Industry group made up of the major retail banks that 
works to create, maintain and develop a business 
continuity network within the UK retail banking sector. 
Provides a point of contact for the financial authorities, 
working with them, and other organisations on business 
continuity issues. Also maintains close links with both 
the Payments Council and the BBA on matters relating to 
retail banking business continuity. In addition the group 
facilitates member co-operation and information sharing in 
the event of a major operational disruption.

BBA 

(British Bankers’ Association)

Represents 223 banking members from 60 countries on the 
full range of UK and international banking issues. Members 
make up the world’s largest international banking centre 
and contribute £50 billion a year to the UK economy.

AFB 

(Association of Foreign Banks)

A forum for the sharing of information on industry issues 
for the mutual benefit of foreign banks operating in and 
out of the UK.

SIBCMG 

(Securities Industry Business 
Continuity Management Group)

Industry group comprising major investment banks that 
network, share good practice, work together in times 
of crisis and partner together on business continuity 
initiatives. Also provides a point of contact for 
regulators and other official bodies and works with other 
organisations involved in business continuity.

JEC 

(Joint Exchange Committee)

Business Continuity Information Sharing Group comprising 
of several exchanges and other Infrastructure providers, 
currently chaired by LCH Clearnet Ltd.

ISBCG

(Insurance Sector Business 
Continuity Group)

Information and best practice sharing for business 
continuity managers in the insurance sector. Members 
comprise major participants in the insurance market.
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Payments Council Sets strategy for UK Payments. Ensures UK payment 
systems and services meet the needs of users, payment 
service providers and the UK economy.

CMBCG 

(Cross-Market Business 
Continuity Group) 

Provides a forum for the Authorities, infrastructure 
providers, and key firms in the banking system and capital 
markets to pool information in the event of a major 
operational disruption and so inform decision-taking 
by the Authorities, exchanges, etc. It can also help to 
facilitate private sector decisions and workarounds to 
alleviate pressures on the system. 

FSIE

(Financial Services Information 
Exchange)

Sharing of information about the risks facing networks 
is beneficial to both government and industry. CPNI 
facilitates ‘information exchanges’, such as FSIE, which 
allows firms to share confidential and mutually beneficial 
information regarding electronic security threats, 
vulnerabilities and solutions in the UK financial sector. 

FXJSC Ops Group

(Foreign Exchange Joint 
Standing Committee Operations 
Sub-Group)

Currently chaired by JP Morgan Chase, the FXJSC 
Operations Subgroup comprises operational managers from 
major banks active in the London wholesale FX market as 
well as representatives from service providers and trade 
associations. Members discuss topics of common interest, 
particularly relating to good market practice in foreign 
exchange operations. The Operations Subgroup reports to 
the parent Foreign Exchange Joint Standing Committee, 
chaired by the Bank of England.

MMLG 

(Money Markets Liaison Group)

Forum for discussion of structural issues concerning 
sterling money markets. Represents the financial services 
market, trade associations and financial authorities.


